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® I-MEREEEEX

ARBEZEZBRE
P& A &0 R &L B0
SW1 £1/0/21 FW1 F0/1
SW1 E1/0/22 SW3 £1/0/21
SW1 E1/0/23 — 2 SW3 E1/0/23 — 2
SW1 E1/0/26 =B SW2 E1/0/26 =2
SW1 E1/0/27 VPN SW2 E1/0/27 VPN
SW1 £E1/0/28 — 2 SW2 E1/0/28 — 2
SW1 E1/0/1 PC1 NIC
SW2 £1/0/21 RT1 G0/1
SW2 £1/0/22 SW3 £1/0/22
SW2 E1/0/23 Z & SW3 E1/0/24 =
SW3 A LA F 4L E1/0/11 L= & PC
SW3 M A= 4 E1/0/12 HALE 2 PC
SW3 M A= 4 E1/0/15 FW2 £0/1
SW3 ##L Internet E1/0/17 FW1 E0/3
SW3 ##L Internet E1/0/18 RT2 G0/3
RT1 G0/0 RT2 G0/0
RT1 S1/0 RT2 S1/1
RT1 S1/1 RT2 S1/0
RT1 G0/2 FW1 F0/2
RT1 G0/3 FW2 £0/2
RT2 G0/1 AC1 E1/0/1
AC1 E1/0/3 AP1 ETH
AC1 E1/0/4 vlanl10 PC2 NIC
SW2 E1/0/11 = Fé Ethl
SW2 £E1/0/12 = Fé Eth2
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& 2-W%&%& 4 IP Hiit 4o Bk

R & LK ®k&ED IP 4k
Loonbackl o v b 10.10.1.1/32
oopbackl ospfv2 ospfv
P P P &P 2001:10:10:1::1/128
10. 10. 1. 2/32
loopback?2
2001:10:10:1::2/128
10.10. 11.1/24
vlanl0
2001:10:10:11::1/64
10. 10. 12. 1/24
vlan20
2001:10:10:12::1/64
10.10.13. 1/24
vlan30
2001:10:10:13::1/64
10. 10. 14. 1/24
v1an40
2001:10:10:14::1/64
10. 10. 15.1/24
SW1 vlanb0
2001:10:10:15::1/64
10. 10.60. 1/24
v1an60
2001:10:10:60::1/64
10. 10.70. 1/24
vlan70
2001:10:10:70::1/64
10. 10. 80. 1/24
v]an80
2001:10:10:80::1/64
10. 10.90. 1/24
v1an90
2001:10:10:90::1/64
vlan1021 10. 10. 255. 14/30
vlan1022 10. 10. 255.5/30
vlan1026 10. 10. 255. 1/30
v1anl1027 vpn 10. 10. 255. 1/30
Loonback o 03 b 10. 10. 2. 1/32
oopbackl ospfv2 ospfv
P P P &p 2001:10:10:2::1/128
10. 10. 2. 2/32
loopback?2
2001:10:10:2::2/128
SW2
10. 10.21.1/24
vlanl0
2001:10:10:21::1/64
10. 10.22. 1/24
vlan20

2001:10:10:22::1/64
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R & &K w&EEH IP ik
10. 10.23. 1/24
vlan30
2001:10:10:23::1/64
10. 10. 24. 1/24
vlan40
2001:10:10:24::1/64
10. 10. 25.1/24
vlanb0
2001:10:10:25::1/64
10. 10. 60. 2/24
v1an60
2001:10:10:60::2/64
10. 10. 70. 2/24
vlan70
2001:10:10:70::2/64
10. 10. 80. 2/24
v]an80
2001:10:10:80::2/64
10. 10.90. 2/24
v1an90
2001:10:10:90::2/64
vlanl1021 10. 10. 255. 22/30
vlan1022 10. 10. 255.9/30
vlan1026 10. 10. 255. 2/30
vlanl027 vpn 10. 10. 255. 2/30
L oonbackl 9 03 b 10. 10. 3. 1/32
oopbackl ospfv2 ospfv
P P P &P 2001:10:10:3::1/128
10. 10.31. 1/24
vlanl0
2001:10:10:31::1/64
10. 10. 32. 1/24
vlan20
2001:10:10:32::1/64
10. 10. 33. 1/24
vlan30
2001:10:10:33::1/64
SW3 10. 10. 35.1/24
vlanb0
2001:10:10:35::1/64
10. 10. 60. 3/24
v]an60
2001:10:10:60::3/64
10. 10. 70. 3/24
vlan70
2001:10:10:70::3/64
10. 10. 80. 3/24
v]an80
2001:10:10:80::3/64
v1an90 10.10.90. 3/24
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R & &K w&EEH IP ik
2001:10:10:90::3/64
vlan1021 10. 10. 255. 6/30
vlan1022 10. 10. 255.10/30
10. 10. 3. 2/32
loopback?2
2001:10:10:3::2/128
10. 16. 110. 1/24
SW3 A& 4 vlanl10
2001:10:16:110::1/64
HEL
10. 16. 120. 1/24
vlanl20
2001:10:16:120::1/64
vlan1015 10. 10. 255. 46/30
200. 200. 3. 3/32
loopback3
SW3 £ #L 2001:200:200:3::3/128
Internet vlanl1017 200. 200. 200. 1/30
vlanl1018 200. 200. 200. 5/30
| backl o 3 b | 10.10. 4. 1/32
OOPRACKS OSDIVE OSPRYS AP RS | 9001:10:10:4::1/128
| back? ri . 10. 10. 4. 2/32
oopback2 rip ripn
P P ps 2001:10:10:4::2/128
10. 10. 4. 3/32
loopback3 isis
2001:10:10:4::3/128
‘ \ 10. 10. 4. 4/32
loopbackd & H 57 F 4 & Bk
2001:10:10:4::4/128
RT1 10.10. 4.5/32
loopback5 vpn U % o
P P 2001:10:10:4::5/128
g0/0 10. 10. 255. 29/30
g0/1 10. 10. 255. 21/30
g0/2 10. 10. 255. 18/30
g0/3 10. 10. 255. 25/30
s1/0 10. 10. 255. 33/30
sl/1 10. 10. 255. 37/30
| hackl - £v3 b | 10.10.5.1/32
m
oopPackl ospve OSPIVS BEP RIS | 0001:10:10:5::1/128
RT2 o 10. 10. 5. 2/32
loopback2 rip ripng
2001:10:10:5::2/128
loopback3 isis 10. 10. 5. 3/32
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P& A RkE&EED IP 3 4k
2001:10:10:5::3/128
. 10. 10. 5. 4/32
loopback4 ipsecvpn
2001:10:10:5::4/128
tunnel4 ipsecvpn 10. 10. 255. 50/30
10.10.5.5/32
loopback5 vpn Wt %
P P 2001:10:10:5: : 5/128
g0/0 10. 10. 255. 30/30
g0/1 10. 10. 255. 41/30
g0/3 200. 200. 200. 6/30
s1/0 10. 10. 255. 38/30
sl/1 10. 10. 255. 34/30
10.10. 6. 1/32
loopbackl ospfv2 ospfv3 trust
2001:10:10:6::1/128
) ) 10. 10. 6. 2/32
loopback2 rip ripng trust
2001:10:10:6::2/128
_ 10. 10. 6. 4/32
loopback4 ipsecvpn trust
FW1 2001:10:10:6::4/128
tunnel4 ipsecvpn VPNHUB 10. 10. 255. 49/30
tunnel8 sslvpn VPNHUB 10.18.0.1/24
e0/1 trust 10. 10. 255. 13/30
e0/2 trust 10. 10. 255. 17/30
e0/3 untrust 200. 200. 200. 2/30
10.10.7.1/32
loopbackl ospfv2 ospfv3 trust
2001:10:10:7::1/128
FW2 e0/1 trust 10. 10. 255. 45/30
e0/2 dmz 10. 10. 255. 26/30
tunnel9 12tpvpn VPNHUB 10.19.0.1/24
10.10.8.1/32
loopbackl ospfv2 ospfv3
2001:10:10:8::1/128
loonback? ri ) 10. 10. 8. 2/32
oopback? rip ripn
P b TIPhS 2001:10:10:8::2/128
AC1
10. 10. 8. 3/32

loopback3

2001:10:10:8::3/128

vlanl00 T4 % #

10. 17. 100. 1/24
2001:10:17:100::1/64
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L& B

KE&EH

IP M3k

vlanll0 % 2.4G &~ &%

10.17. 110. 1/24
2001:10:17:110::1/64

vlanl20 T % 5G &4

10. 17. 120. 1/24
2001:10:17:120::1/64

vlan1001

10. 10. 255. 42/30
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—. R xsK

I EEEMN, THE, R&E6, REXEEREHET.
2. T % FEHSFIEELEFIK,
3. R E IR, RIEM%F R 5L 2517,

—. PMsER

7 A £ T8 AR 3L T N & B A AT 2% T8 AR 3L T O & B

o

i

1. HLAE 2 A & 'R 45 101; HLAE A M & @R 45 102,
2. EHMEEREAMAMAY 1o, HAMA2ma, FRRAE. EHhE
568B AR v 3 # .
3. EMARBAE S TR RS ELEAT N X R
FE5| GRERS HRE&ERT | Kehs | GEREART  RAERORT
1 | W1-02-101-1 W1 101 1 02
2 | W1-06-102-2 Wi 102 2 06

4 EY . R 2RELYKENRRE, AmEElrs, FiT PVC
KERLE. RREAANENTHTEEAL, FHBLIAFAEEE, K2R
VR &G —3, BEAERAERNSE D, Bk F RI45 ik, FHL®AE
FRAEER, HIRERFE.

5. Bk mIES MR, BB 2 MUKENNREL, swEARL, rEME&Bk4%
Bk 568B trvERIE, FmAlEARA, EENLRE R RMENITEN. RIEX
BHIER, BRELYKEMFENRRE, wmEARL, HAMENLENHEX
Lk, LIAPC, FREGR. BAE., K& |HHER

=. XHRE

1. B E vlan, SW1. SW2. SW3. ACl W9 — 24k ¥ H £ ¥F 48 i vian @1,
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W& vlan 455 I 0 33 BE
vlanl0 E1/0/1 Pl
v1an20 E1/0/2 B 1R
vlan30 E1/0/3 F=5 1B
vlan40 E1/0/4 4% 1B

SW1 v1an50 E1/0/5 AN 1 E
v1an60 E1/0/6 g R
vlan70 E1/0/7 FE B &
v1an80 E1/0/8 P A
v1an90 E1/0/9 P X E
vlanl0 E1/0/1 2 B
v1an20 E1/0/2 B2 B
v1an30 E1/0/3 =52 B
v1an40 E1/0/4 %2 &

SW2 v1an50 E1/0/5 A2 B
v1an60 E1/0/6 P B
vlan70 E1/0/7 = AR
v1an80 E1/0/8 -
v1an90 E1/0/9 =i X
vlanl0 E1/0/1 3B
vlan20 E1/0/2 B 3B
v1an30 E1/0/3 53

- v1an50 E1/0/5 AN 3B
v1an60 E1/0/6 P g R
vlan70 E1/0/7 = A R
v1an80 E1/0/8 -
v1an90 E1/0/9 =i X

2.SW1, SW2, SW3 5 il MSTP, SEILF % — B ik fu ia &, QLA
InstancelO #1 Instance20, 4% # % SKILLS, #5iThR A% 1, E# Instancel0 %
Bk vlan60 #2 vlan70, Instance20 5Bk vlan80 #1 vlan90. SW1 % InstanceQ #2
InstancelO B9 KX #AHl, H Instance20 &1 MR 2 #A4L; SW2 % Instance20 R %
¥, & Instance0 #1 InstancelO By % 1R 52 #AL; AR 2T #AL STP (£ EH Y 0,
AR 2L STP AR S8 % K 4096, < F & #ALZ 8] = B B B ¥ 0 B STP,

3.SW1 An Sw2 Z AR =& BRAKLHAELE, AP —FRAEGEAE=ZF IP
Vg, —FRAEGEARVPN L E . —FHREHAR - E LS. AMEXEAL A E
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AME 18 ME 2BV 5B aERE5HCVFBHERSE, WHLE VPN L4 4
AW, AR -EVEWAHE LB LAY, BEHXAREA, FEEEERY
BT &%&G, T H 1, A LACP ¥, SW1 4 active, SW2 % active; KN
R, BRIP #AT M E AR HE,

4. % SW3 HEH A Internet XM, LIASEHEL vV FHHERE,
Internet % &3k VPN L &L M A Internet. # SW3 M A ZE A 24, LI 5
EHACWFEEREE, 7FAH%H K VPN LB LA Guangdong.

5. SW1 i 44 32 4 1 IR & 298 & B 89 % 5544 % 1000Mbps, PR % AT 8 X
A B F 4 1000packets/s, W RMIT T BB AL 0 89S HR A K BE
RNAXAMImE, 1 28 ERENTT; BAm L2, &AL MAC it
# 20, YRR EMAC HIE EW R AME, TFIFHVAC, EFHE/E. X
snmp trap. [EAt7E syslog HAFILEK, ssHWEHER &2 H)E, &£ LEH
FRERENE ), T EN, ARENT2RIEERY, WERE A 10 94, %%
bR A ER L, RAY IP EHMA 20-50 Wk E AT L, BIRE
R &, LHROE_ZRELELE, AL/,

6. FF /5 SW1 H FZITF I gEM (R I 2h 68, KA B #A 5s — Kk, K & I #A % 100s,
T AR CPU #4 2 384T o

7.5W1 BCE SNMP, 5% id 4% 1; €14 GROUP2022, XA &E L 2K
B, B & 4 ez, 5 W& 4 5 & : SKILLS_R.SKILLS W; 42\ A F 4 USER2022,
X aes HEiE#HAT I, 5540 A Pass—1234, %% H 7% N sha, 4] & Pass—1234;
Yk & 2w, FEHAAMBIFE MU loopbackl X % v3 Trap HE EE AKX
&R 42 10.10.11. 99, 2001:10:10:11::99, XA ZRE L AF R Y5314
RLE R P B & & UP DOWN ZE A, 25 F X % trap HE Z LR EW W E RS %

8. ¥ W1 5 FWl E&EREFEHEZ SV E1/0/1, 2 EH 1,

9.SW1 F2 SW2 E1/0/21-28 &l # i gk s A, 4% & Z#ER, s{Ho
#RIC A errdisable K74, H#AWmH, £iX 1 o4t E, SO AsIEE; X%
Hello ¥ > B¢ [8] [B] [ 4 15s;

10. SW1 A SW2 Br & 3w 0 g 5 3% 2 2 IO, B 3T oC & 2 et 8] 8] % 0 20,
FABR I FEBMEN 5, Trap HXKZEFEH 10s, BE = LB %m0 F &

Trap 3 8¢
W, BHEE

1. B R A % &8 ssh k%, B KGR P 4 admin, B X5 A Pass—1234,
H a2tk & R P 4 B UE A H admin.
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2. B2 B B A 1% & B B IX 5 GMT+08: 00, 8% SW1 Bf[A] & SZPRE ], SW1 B &
A ntp server, HMiIZ%& A SW1 loopbackl ipv4 HiE{E X ntp server Hiit,
ntp client &KMot & 8] [& 1 &%

SEMERHIXRABED ipvd ML A ipve ik, EEAE D ipv6 ik A A
B4 Ak,

4. A A vrrpv2 # vrrpv3 A EZI vlan60. vlan70. vlan80. vlan90 B %
444, verp id 5 vlan id #2[F . vrrpv2 vip A 10. 10. vlanid. 9 (# v1an60
B vrrpv2 vip 4 10.10.60.9), vrrpv3 vip # FE80:vlanid::9 (47 v1an60 &y
vrrpv3 vip # FE80:60::9), & SW1 & vlan60. vlan70 B Master, SW2 %
v1an80. v1an90 ¥ Master. &K vrrp 4 F &ML L HK X 120, K4 EE N BRINE,
¥ SR Y BRINE, vrrpv2 1 vrrpvd &K 3% 8 R SR B B 9 BRIAE . 4 SWI
B SW2 FEREEEE & A #E, Master £ B &K 50,

5. AC1 B2 & dhcpv4 #1 dhepv6, 4 A1 & SW1 7= & 1 B vlanl0 F1 4/ 5] v1an100.
vlan110 #1 vlan120 2 B2 4k ; ipv4 4k i 4 #7 4 7| % POOLv4-10.POOLv4-100,
POOLv4-110. POOLv4-120, ipv6 ikt % # 4 %% POOLv6-10. POOLv6-100,
POOLv6-110, POOLv6-120; ipv6 3k F W & wr 4 & s HER M %5 DNS 47 A4
114.114.114. 114 #= 2400:3200::1; % PCl % & # 3 10.10.11.9 #n
2001:10:10:11::9, % AP1 £& ¥ # 4k 10. 17. 100. 9 A7 2001:10:17:100: :9, ¥ PC2
5 & #hE 10, 17.110.9 #72001:10: 17:110: : 9,SW1 | = 4 4t % AC1 loopbackl
Hohk, SW1 E A dhepv4 #2 dhepv6 snooping, ## E1/0/1 #% 4 dhepvd iR 578,
W% P % 2, K BB TR A 1 e

6.SW1. SW2. SW3. RT1 DL A& . RT2 AA&EH . FWL. FW2. ACL Z 83547
OSPFv2 71 OSPFv3 i (¥ 4 X & A7 P 4 8 0 ik, BGP 7 iR 4M).

(1)SW1. SW2. SW3. RT1. RT2. FW1 Z J& OSPFv2 1 OSPFv3 #i{, #7E 1,
X3 0, 45 %A loopbackl Mt % dfn /= & B dy, FWI # 4 type2 BRI\ K &,

(2)RT2 5 AC1 z [8]354T OSPFv2 #iX, #t4 1, nssa no—summary X3 1;
ACl1 % #i loopbackl HMiit® . FmRfEHE &, FA prefix-list X A
loopback3.

(3)RT2 & AC1 Z [8]354T OSPFv3 #id, # 4 1, stub no-summary X3 1;
AC1 % #i loopbackl H it &, 7= mAnE 4,

(4)SW3 A FELA = HAEHE IR E A loopback, EHLE D up, SW3 #
WAELE FW2 zZ 83247 OSPFv2 thil, #A 2, X 2, SW3 #ilfhELALH
loopback2., @A E ., SW3 A ZLEE ipve Rl % d; FW2 2 7B & 2|
SW3 LA F A loopback2. F= @ fIE M ipv6 FAME A H, FI2 EX AfEA
¥ & %] 0SPFv3 #l.
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(5)RT1.FW2 Z [8] OSPFv2 1 OSPFv3 #r L, #18 2, X3, 2;RT1 X A loopback4
B, mMZXEB#EE typel BRiAB &y FW2 & 7 loopbackl ¥, FW2 #1273
3| A0\ B B P H B B . RTL A prefix—list FCEE FW2 loopbackl % @ . SW3
AU ZE A loopback? Fuf= B d. RTL 5 FW2 B i# ipvd B, X EEHE
RAE| X3 0.

(6) 5% ospf cost X 100, £, SW1 4|5 RT2. FW2 Z |8 ipv4 Fu ipv6 &
W E Lo SWI_SW2_RT1 #5845 &, SW2 17 5] Internet ipv4 7 ipv6 Ji =
fh 4783t SW2 SWI FWI1 4% # %,

7.RT1 B AT4EES  RT2 #ATHEE  FW1. AC1 Z |4 4 B2 4T RIP = RIPng #+i,
FW1.RT1.RT2 #7 RIP #1 RIPng % % loopback?2 # 4t % &1,AC1 RIP % A loopback?
4k % &, AC1 RIPng K A route—map PLHED prefix—list 4 A7 loopback2 #ht
i RT1 B E offset B4 3 Wy i 5%, LI RT1-S1/0_RT2-S1/1 K =85 ¥%,
RT1-S1/1_RT2-S1/0 H & 4%, ipv4 B9 ACL & #% % AcIRIP, ipv6 ¥y ACL % #¢
# Ac1RIPng. RT1 # S1/0 5 RT2 &9 S1/1 2 [8] % A chap ¥ & ikiE, F P 4 K%t
ik &4 AR, %A Pass—1234.

8.RT1 DAA&EH . RT2 DAAGE®R 2 Bin4T ISIS Hhil, #7%E 1, 45l
loopback3 =z [d ipv4 & i Az ipv6 & i# ., RT1. RT2 ®9 NET 4 Al A%
10. 0000. 0000. 0001. 00, 10. 0000. 0000. 0002. 00, # &£ XA & Level-2, # O
W& KR A B R s, BLEISR nds AEfE O nds AIE, A A Pass—1234,

9.RT2 BL & ipv4 nat, S£I ACL ipv4 = & &1 RT2 4N E O ipv4 Hubb i
I Internet. RT2 BL& nat64, LI AC1 ipv6 /= & #5171 H RT2 4 #E 0 ipvd H#
37 E] Internet, ipv4 Hiik3 ipv6 ik a2 % 64: Ff9b: : /96,

10. SW1.SW2.SW3.RT1.RT2 Z [A]i54T BGP #3X, SW1.SW2. RT1 AS & 65001 .
RT2 AS = 65002, SW3 AS 5 65003,

(1)SW1., SW2. SW3. RT1. RT2 z |&] & 3¥ loopbackl Z i ipv4 7 ipv6 BGP 4F
JE. SW1 #n SW2 Z |8 it %1 3T loopback2 Z T ipv4 BGP 4R /&, SW1 Az SW2 #y
loopback? F i X f g A % & .

(2)SW1. SW2. SW3. RT2 2 Al R A EH#. %%, W% . A% ipvd #1 ipv6
B RT1 XA A F A EH ipvd 1 ipv6 % i1 2| BGP.

(3)SW3 E 4 n A5 SW1 A1 SW2 & 44 ipv4 A ipv6 B iffh 56 SW3_SW1 %% %
s SW3 AR AN A S SWL F2 SW2 4 R A ipvd A2 ipve T4
SW3 SW2 gh¥sdt &, F&BEBAME & 1; F prefix-list. route-map A BGP &
BREHATEE, M AS 65000,

11. FF BGP MPLS VPN # A, RT1 & RT2 DLA 4% B 183547 £ W SUAT & 58 # |
R & LRT1 &5 RT2 8] €] M % VPN 24|, 2 #- % CW,RT1 B9 RD & H 1:1,
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export rt X 1:2,import rt 1B % 2: 1;RT2 89 RD 1& % 2: 2. 3 3T 7 3% loopbackl
L VPN AR &, 4 A s2ILH 3% loopbackb ipv4d B i A1 ipve & i,

12.SW1, SW2. RT1. RT2. ACl 34T PIM-SM, RT1 loopbackl # c—bsr 1 c-
rp, RT23Z4T IGMPv3; SWI /= &#]7 (PC1 MliA) £ 2 F4H#%E, A VLC TE=
MBI “1.mpd” ,EWEFIE, K EHAAMEIRE R, HH 4232, 1. 1.1,
S0 1234, SZIAAEFEET (PC2 MR W E A .

i, R&RE

1. AC1 loopbackl ipv4 fu ipv6 it 4 71E % ACL B9 ipv4 #1 ipv6 & FE
W, AP Z B EEM, AP K JH MAC HhtihiE., BCE 2 4~ ssid, 4-%|H4 SKILLS-
2. 4G #2 SKILLS-5G. SKILLS-2.4G *f i vlan110, A network 110 f2 radiol (£
AN n-only-g) , Al P EATLEMEHF EXAET WPA-personal % 7 R,
XA 1 Pass—1234, SKILLS-5G *f & v1an120, JH network 120 #1 radio2 (# =
H n-only-a), ~FEEINIE, P4 ssid, SKILLS-5G JH El%k & — A7 F VAP & #
56 57,

2. % AP F4&, WX AC F (EF W Inage LAF AP B Image WA 5 1 [ B,
Sfh R AP B S K. AP K OR A A8 B B[] BRI B B &7 s ok AS AR B R 18] 2R N
2 /NE,

3.MAC AIEER N ZE 4 %, MAC it 80-45-DD-77-CC-48 Hy L4 % 35 K Al
2 B E MAC I\ .

4. W1k % AP fn AC A BT I £ W& 2 0 IEE F T H £ CPU KR, il E] AP
5AC 1004 NELEES KR A FATSAEEE, 2/ HEKREER.

5.t & vlanl10 T4 N\ JF 2 L ¥EEt 8 ( T/E H 09: 00-17:00)14 |5] Internet
https £ T4T CIR # 100Mbps, CBS % 200Mbps, PBS # 300Mbps, exceed—action
F1violate—action 3 4 drop. Bt[8] 6B L. HHIF|I KL, L. Kig
£ #3# 57 SKILLS.

6. 7T )2 AP A HR LR A|Thee: AP B4R 0T, & TF & 3% ACK i,
AP & 3% 6] T % 4 3m R B AP e BN et (B (B fg oy 1 D

7. AP R 5T &y 80%.

. ReRE

P ip MHHBAEE L TWUF A “ip/mask” X7, ipv4 any HitH
0.0.0.0/0, ipv6 any ¥ it ::/0, ZIEAMALE, ENHTHIAE,
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1.FW1 B2 & ipv4 nat, SLIEHE &% 1 & ipvd 77 7] Internet ipvd, ##
ip/mask %4 200.200. 200. 160/28, Rif & — IR ip F= & 8 BT R 215 B 4 B 51 5|
B—AEEW IP #iit; SHRELCEAMAEBRANN L HDEEL, FILH

HEX#%10.10.11.99 % UDP 514350, L& M4, BB E X0
ZEE; FRAERFEN, LI R nat 5k )7 0 & 15 0 TR

2.FW1 B2 & nat64, SZLIER =& 1 B ipv6 179 Internet ipv4, H# X H
B O IP, ipvd % ipv6 HiHE R4 4 64: FF9b: : /96,

3.FW1 #u FW2 %K eE BRi\ M1 H 3648, FW1 ¥ £ W~ % 1 B ipvd & ipv6 iF
[ Internet £ &R %,

4.FW2 R A FA & ipvd HEIER & | & https R4, AT EHFF&
1 BN 8] 7= 7 B A AL 5 d ipv4. FW2 loopbackl ipv4. SW3 #7484
loopback?2 ipv4,

5.FW1 5 RT2 Z |8 J Internet A ExM it # 7 GRE Over IPSec VPN, 5£3],
loopback4 2z [&] e /i 55 177 9]

6. FW1 B2 & SSL VPN, & #¢ % VPNSSL, ssl ¥l #4 1.2 L&, Internet
Wit 0 8888 H#E, AMIANIEIKS UserSSL, & # Pass—1234, Mk & A4
POOLSSL, #3136 [ # 10. 18. 0. 100/24-10. 18. 0. 199/24 ., 1% +F PC1 (L & 17,
Ji PCL M3 o

7.FW2 B2 & L2TP Over IPSec VPN, 4% # A VPNL2TP, A2 F i if dmz X
B O %N, ALK S UserL2TP, 5545 Pass—1234, # 4k i 4 #7 A POOLL2TP,
Ho b 5E B A 10.19. 0. 100/24-10. 19. 0. 199/24 ., 1%+ PC2 (L & 7%, A PC2
Ko L2TPVPN # k3 5, AHMA R Hak A 10.19. 0. 199,

8. FW1 B & it iy ik, AN A Fn KA 4 A “Denied” , HIEAEH

“pornographic”  F£ B HE £,

9.FW1 #3¥ ping WAm AW W <t ht, M=%t % 4 #7 % TRACK1, &g 5S &K%
TR, HEL 10 R A B IS, My &ESRE, <RIWED,

10. FW1 | F iQoS, LI E R = & 1 B 719 Internet https A48, £ T47
‘& # % % 1000Mbps, FE&| 4 TP £ T4T5& /N4 % 100Mbps. 5 A % 5 200Mbps.
R A b, TELMA SKILLS, X A EHl,
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2022 R ERA WA B L MRS ER

X E AE (49 MNE (4
Bk & 3% 50 50
W % A7 4% 50 50
Net-ACl 26. 5
Net-FW1 46. 8
Net-FW2 14. 8
Net-RT1 51.7
Net-RT2 51.2
Net-SW1 74. 0
Net-SW2 51.2
Net-SW3 33. 8
Net /Nt 350

A 450
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