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loopback1-4 B HL AS 65500 F W 4, K Uk IE 435315 By 7 F 1 Ao
#, @i BGP 523 8|34 loopbackl,2,3,4 I & M4, ERRME.
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13.FW 5 SW Z 3L i xf IBGP #F & X %, /8 AS 65500, FW £
loopback1-4 H B HL AS 65500 & W 4, K 1%1E 43512 o 7] S A0 f
#, B P A7 K IE Ek b S8 3R, 155 REE.

14FW 5 SW Z L By xf IBGP 4F & X %, /8 AS 65500, FW £
loopback1-4 A AS 65500 * B £, HPRiEE 4B 09 7 A0 77
W, R TEE, £/ LP BM2AT L 43488, R 265 route-map
KR LP B, LI md, LP BB E NS5 ME A 200,

15. B0 & % & #8 VLANS0 M -89/ 7 37 [5] IDC SERVER & £ 4 it

%3¢ FW 10.1.0.254, IDC SERVER & [B] % #1 £ 3¢ FW 10.2.0.254, E.
X BRI BT L2, 58T AN BROA.

16.7 3% 0 ethernet1/0/7 £, ¥ & T M B 172.16.40.62/26 1 # % X
WO IRE A 10M HAR/RD, RAE AM F, MBI 5z W B # 3R
X—H#EF.

17 FW LEE, ## LAN # 0B PING A% H 7 X,
# 4 Internet # 0 X F BT A€  \, BE trust X% 5 Untrust = [4]
By %A SR s ELAE I AN 7 =] Y P B AT 3

(& E VLAN b %A 7 38 33 By K 3% 977 9] Internet B, 2R A K
IP:  200.1.1.28/28, PRIES —/NE IP = A 0 FT A 238 W4 0 4t 2| H]
—ANEE B TP Hidlk, A E I E A M # % ALN B PR A B R R
¥ IEELE B & & 3% E 10.51.0.253 # UDP 2000 3% 1,

1908 TEEA AW 0 ir 55, FEXTWFA P 7 5 Internet #
TREES, ERXEEO#H TR 200M, LS 2 AN PR
AR, BRES 9:00 2T 6:00 FA IP & A T # 3% R 4 2Mbps,
E &2 4 1Mbps.
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20.Fi & L2TP VPN, &4 VPN, i 2imfe A F Ptk 5
BRET R AW, G| ZEREHE O A tunnel 1. FF A\ untrust &2, H
34 # A AddressPool, LNS Hidik it K
10.100.253.1/24-10.100.253.100/24, W 5% )3 B A ¥ F Hudk, AEMK 5
skillsO1, % 5 skillsO1.,

21.Internet s — 7 X M B BB, TEAELMHGKEFW L7
VAT BB, PRIE &35 0 XA 8% 23 4 B k3 FW 5 Internet
Sy B 1 28 202.5.17.2 # 37 GRE [, f{# ) IPSec fk# GRE [ ¥,
R LM 2222 5 B3 VLAN4O ZAFEE.

22.V1an30 W TAEA R KBRS, B 7E FW LB E
2V vian30 W BT L P U IE S

VWEY TRAZER, BEH P v EMN&EXAME &
b7 ok 3 _EBLE Web tAGE, K AHIAIE, H P4 K test, testl, test2,
AL A 123456.

24 B fnJR AP A FEHHE A 10.81.0.0/15, K T # G ibib R FiEE
ALK AEE IP bk B, R B AP BT W 4 34T Hid %) 2, 3 2 A
fi & .

25. B4 E AP FE bt A 10.81.0.0/15, 4 T B MM IR FEE
AKX FECE IP it B, FAELA P VLAN 10 # F & 127 Mo,
%A P VLAN 20 % 2 50 N3, i 2R EE .

26.B 07 AP BB Y 10.81.0.0/15, X T # bR 5 E
HAK FECE IP it B, E K T E AC LELE DHCP, & ¥ VLAN
A VLAN101, 8 AP T X% BEHuk, WEFE /N AHU N AP &
Hdk, &5 — AN RIMAE A AC & B, RIET B AP = EEA
A EL P VLAN10,20 T4 IP udt, /5 —ANF 8 kb W £,
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27.7£ NETWORK T F.E SSID, F KA1 T:

® NETWORK 1 % & SSID 2023skills-2.4G, VLAN10, fn%AE
3. A wpa-personal, & B 4 skills01;

® NETWORK 20 T#% & SSID 2023skills-5G, VLAN20 F~#4T7A
TIF n % MM L B 1 % SSID.

28.1 & — A SSID 2023skills_IPv6, & T VLAN21 Ji T IPv6 L %4
MK, PN T % 4 Bt 5 Bk I 25 F WPA-personal % 77 .,
Hoo A 4 eskills01”, 12 M % 4 #7 F P JA AC DHCP 3K B IPv6 Huil,
Hohk 5 B : 2001:10:81::/112,

29 NETWORK 1 FF B W & portal+AMiAE B AL A X, K5 A
GUEST % # 4 123456, R L4 R E =M, T% AP WA=
WE A 90%. 25 1F MAC M bty 80-45-DD-77-CC-48 Hy & & Ak #.

30.2023skills-5G & Z N 20 N P, AP EMEERE, Hxt
2023skills-5G W #4715, LATH#ZE IMbps, 4T3 % 2Mbps.

31.78 AC LBt E {# radio 1 #4791 X A 4 1EEE 802.11b/g,7f FLi%
E RTS [ 1/RME N 256 F ¥, % MPDU By K & @It 1Z{H i,
802.11MAC J& 21 RTS/CTS & E#L#l.

327 AC FHLE — 4T SSID A i A i E — 0 A% 6 AmdE it
F P Ny s (TR B SR ),

33T B E 7\ £ AP fn AC A 3% B 3d £ A A IE 3% 35 T 0 4%
CPU %R, #HlZ| AP 5 AC £ 10 28 WHELHE S KR A B ALK
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358 E BAE BC LRE, B&METAANZAEN. Hindk
admin K 7 skillsO1, %45 skillsO1, ZJK P R TR 2 &% & E
5 BRAGuiHE B kot o B3 7] Internet 45 b F #6847 B 103K,

36.BC LELE il P AR R A T .

370 E BHH BC LEE, ATFE (FE -2 1 L3E) #
1t 3¢ BT A7 T 2 P BV B] BBk R 4T W i, R A B F B M B
SR P BT, FREI MR P EIEE (8 28R L) #HE
7 8] ELEX A

38.4# A BC xt A W BT A L WA P #E4T £ AR HIAGE, B SRAIESE
&R P 3/NEHEEHAIE, B HTTP fR%-2 172.16.10.45 # 80
S 1 #EAT FIAIE.

39.BC BL & M A “BUEtEP K™, EJ —ZF 7 9: 00-21: 00 i#%
AW BT P AR K S R R, R IE R

40.7£ BC LECE #7E NTP, AMbt X+8:00, i tn NTP fR %%
4 RRIEERKRY, B4 K slbtime.edu.cn,

41. BC RO E WA B, FHiE N 20 & <t B R F AW,
18 % EL R AR £

42 BI Y ¥ H — % JAl T TAE M a] VLAN4O i 2 i F «“8 % 7 i 0 3%,
R TAEESE] A 9:00-18:00.

43.7E/NE K EH WAF ERE, REAMEF XN ERAHER. ER
xt B HTTP fR4-2 172.16.10.45/32 #ATH 2T 4.

4477 B E RGeS, FEAEE WAF L3EHHE. HIAH
&, DDoS H &L JSON #& & 4 1P bk % 172.16.10.200 B B £ R
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ERMEFH WA, T KA 3 s MY O K R o

46. 47 5 1E www.2023skills.com [ sk 5 IR 4 24t P s A L, 3 3
WAF 5t RSB HATHRY, L Referer 7 XM, R E™ERA N
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477/ E KEH WAF LERE, 498810 7k, & HTTP 3k
RE R AKE H 256, Bk & o K3 B 8k
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498 T ZEFE, REA P BHERE, R E W& E %
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Fogk B B KAEIEYEE R
REZEMTER: Server RE B ERIHL

% K B Server R 42 O BEARITE AR N XA R T, R TFE
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BWAHE P4 root, Hah: 123456, &M E FAAHMNE, HHE
SN

FHERTRZBSTAEES, BEZAZTNENERRITHE.
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e st % M
177 W sk 77 72 R, 3 A A R R 4K 3
£4 1 |flag, ¥ flag TEX.
flag #5 X flag {<flag {€>}
177 W sk 77 72 R, 3 A A R R 9F 4K 3
£4 2 |flag, ¥ flag TEX.
flag #4 3\, flag{<flag 1>}
177 W 3k 77 72 R, 3 A A R R 9F 3K 3
£4% 3 |flag, ¥ flag #EX.
flag #5 X flag {<flag {H>}
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Ty st £% M
N SRR, iE AR IR R 3F 4R
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flag # X, flag{<flag 16>}
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%5 |flag, H¥ flag K.
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B FTP R4 B £ AL B AT 20T

7% 1

RO E PR flag, S flag XK.
flag #4 3\, flag{<flag 18>}

B FTP M4 B L B A AT AT,

7% 12

RO E PR S flag, S flag XK.
flag #4 3\, flag{<flag 1>}
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—  BERE (BRE2 49, 358, #£7045)

VAR P user123 B AT ERAM RS2 ().
A. net user localgroup administrators user123 /add
B. net use localgroup administrators user123 /add
C. net localgroup administrators user123 /add

D. net localgroup administrator user123 /add

polu
H
x|
|

2. SQL 7 X\ 1 password #y F F1H 4 “YWRtaw440Dg=", iX
W T2 )
A. md5
B. base64
C. AES
D. DES
3N FUAAS TR DA#EAT Web )7 #950RA1? ()
A. Nmap
B. OpenVAS
C. ¥4
D. WhatWeb
4ELK H £ 75 %Z%, Elasticsearch IW1EH Z? ( )
A & B E IS
B. RFHEHERESL
C. KEEZHRF
D. REHEHRETES
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5.RIP % H 4 3UA RIP vl #1 RIP v2 FIANHRAS, T o+ T3 B AN
WRIEERAE (),
ARIP v1 fu RIP v2 # LA K4 2 dE
B.RIP vl A KB H I, RIPv2 2 K XK B dthil
C.RIPvl fu RIPv2 4 & ABkE1E A B EME
D.RIPv1 #E BRI R KA 15, 16 AN AL, T RIPv2
% b R 3
6.4 R X 4 abe, ZBYLMBEL-mE G, B X bed, MEHAE (),
Al
B.2
C.3
D.4
7K 7] DU Python H #HAT LB AR EAE? ()
A.try
B.catch
C.finderror
D.error
8.k HIBRAEZ CSHyH A2 ().
A.net share C$ /del
B.net share C$ /close
C.net use C$ /del

D.net user C$ /del

39



9.DNS M4 B ARFEE WA X UG A Z M, UT () FATE
T IP BRI A .

A )32
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C.PRIMARY KEY #)
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A.SuperScan
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AT TR
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C.7| iR
D. % % 4 fu

16.Skipjack £ —MNEHKEH () L.
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B.64

C.80
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C.DOS
D.ARP # ¥

2P BERFENEARBELEE? ()
ABRENAHERE TN EHE L

B.JEE#M E
CHERZTIH B HE L
D.B#FEHN £

22T 4F VPN LE EHE ().
A.VPN #thfl P 8 O &8, fmAtMEysE Lt weRe
. R E
B.VPN H8#2 i F il A P4 AL I By . ik
C.VPN 71 it 2|12 & Jo il A0 & A E
D.VPN R G320 & A GE . 7 BE 3R ft m 55 2k 4 19 o B
23.Linux 4%, * T uname AP ENE? ()
A-a: BTFTAEER
B.-v: #4E 7R
C.-r: WHZH release XAT5
D.-n: FH4
24.IPSec &, H X IE L AH 5 () foHRZ 28
WESP 5 ().
A.5150

B.50 51
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C.47 48
D.48 47
25 A i A 1P ik #4T ICMP XU ey st 7 ke i? ()
A.ICMP iz
B.#tL T ping
C.LAND X &
D.Smurf % i
26 MD5 #AIHHERA () L@ EME,
A.56
B.128
C.160
D.168
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D. 7218 RN EM1E &
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A e S5 AL
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