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237 TNE TN %, ENFE ARP & 77, ENL A KEHEE
XN B, N kA iEE e By MAC B By TP A 8 ().

Ges/e/1 Gese/2

10.0.12.2/24 11.8.12.2/24
MAC-C MAC-D
aJ' 3 4
HostA R HostB
IP: 19.0.12.1/24 IP:11.0.12.1/24
MAC:MAC-A MAC:MAC-B
GW:10.0.12.2 GW:11.9.12.2
A.MAC-C, 10.0.12.2 B.MAC-A, 11.0.12.1
C.MAC-C, 11.0.12.1 D.MAC-B, 11.0.12.1
238. OSPF M CEAA () Fh.
A3 B. 4
C. S D. 2
239. THIC )BRIUEZRGZ RIFEHN.

A. UNIX
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B. Windows 2000

C. DOS

D. Linux

240. A FTP th il I R o B 4k F i, e A K Rz A ).
A, SUFAE R B. F WA K

C. it 5 1 K D. = 4 X

241, TR AAEHA P AN 2WARGAE( ).

A. Guests 4

B. Administrators Zi

C. Power Users 28

D. Replicator 4

242. — % windows EAKIKJE 20, aRRF DHCP #y 77 R ARH TP
Hodk, A2 b ENLK A EE — AR IR TP bR ( ).

A.127.0.0.1

B. 255.255.255. 255

C.0.0.0.0

D. 169. 254. 2. 33

243. 1 7 VT LA #y VLAN 1D 8955 BLZ ( ).

A. 0-4096 B. 1-4096
C. 1-4094 D. 0-4095
244, SMTPZH T () B9thiL.

A, B B. ZmE LM
C. fZiRHfE D. & Tl ¢

245. f& “DNS PR FEEMNNA R, FEENAE NN
WAERANC ).
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A, EALA B d

B. TP ik 5% B iy b bt

C. EAL4 = 1P Mt

D. IP 3 bt sk ¥ iy 4 7%

246. Web R BHERAANEEZRVE ().

A. ICMP B. TSMP

C. POP D. HTTP

247. ERARHML By XF= (),

A, AR XK

B. WORD ~{A%

C. W HAT XK

D. DLL X

248. THI( DETREZAENTE.

A, T

B. RHEARP

C. BAREEN LA

D. XMk

249, MxtF A RIEILFK, 94 PTR )iEFIE () BESTZ| FQDN,
A. 1P Huyt B. Fi B2

C. 43Rt D. TM#&H

250. HTTP W LR P §MR4-H A () # .
A. TCP B. IP

C. ISP D. H#

251, THAIXRTREXRGMEZENANRE AN EERNZ (),
A BB A RARAK
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B. BHOLAMTIEE, HESEH

C. ZHMAELT, Bobsr

D. ZEOLAFEAMND, HE &

252, — B DLKF R HALIE MAC Motk kb 4% 5 i B 80 MAC Mot
VCHREY T, AT R AAR RLEE B AR R &, mRER KM, KEAM
¥O o).

A FEWIEF

B. 3B b PR N3 1 DL B BT HA S 1 R R &
C. EfbtELE

D. &Pk

253. VLAN A%t Priority F B AR IR BB WAy (RSB K, b
REREGBEZ? ()

A, 0-15 B. 0-63

C. 0-7 D. 0-3

254, APFIUEER () AEEL v 4.

A. display history-cli

B. display history-area

C. display history-command

D. display history-cache

255. FH A~ VRRP A WyPtizd, EHMHZ2( )

A. VRRP 41 #9 5 #0 TP Mok 0o 70 4 2 o N2 D iy TP Mk

B. 16 #y VRRP 4L W] DUGE A Bl — AN L TP Hinb, R EE Ll MAC
H ik A 8] 35 7 LA

C. Bl — N4 0 o LU B 55 £ A VRRP 41

D. —AN VRRP 4L % 7] LUK £ & £ B i1 2%

50 / 112



2 E R BEAR 5 Bk A 58 W 48 B 1 5 15 4 SR TR AR (/\)

256. LN &-F VRRP fEH et i EA B2 ()

A. VRRP 4% & T W £ o BROA WK 9 7] S

B. VRRP fmb T I £ o B iy D MO SHat L

C.VRRP £ E A T & thin 454

D. VRRP 4 A~ [] &y I B3 (3t o] — M BRIA P ok, faj 4k 7 W 46 & PC AL L
Hy P X B B

257. OSPF /MR B m iy S fh e . ()

A. 10 B. 100

C. 150 D. 255

258. [y K KE R A RAL W W W 2 5540, 7 Ak 030 2 R *¢ 19 30 AR 5
BWREATH, BzZH ()

A BB B. 1Lk

C. NAT D. HbhbidiE

259. EERXUKAMERAT () BUALFLEER M.
A. ICMP B. ARP

C. CSMC/CD D. SPX

260. THEIAAZ VPN SRS F 2|y &x ()
A. DES B. 3DES

C. AES D. RIP/RIP2

261. 802.1lax M EERTL (),

A. 9. 6Gbps B. 1. 2Gbps

C. 3.6Gbps D. 2.3Gbps

262. AP i@ i¢ DNS ARATRIUE &5 M2 1P HitfE, mELEH %
x#x () RIEXK.
A B B. Z#
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C. | #% D. £#
263. — M NE WE W FF WIS R, F 003w Tk AP HAAE
( ) &, BERMTIH.

A. 3 B. 4

C. 2 D. 1

264. SDN AR A AR H? ()
A EHH B. %%
C. HhEs D. ZH &

265. M\ SDN Wy 4T A E k&, SDN & — M BB M E S 42
()

A REBEEZEEREMNE

B. OpenFlow

C. B

D. FAEHF

266. 7£ SDN W %, Bl & R Ba4m it a? ()
A EES B. #iE

C. BEHA D. %4 M & HmIh

67. FBRRAMNEE HHFZRATBRE — M 28E? ()
A, xW “HZIEFERE”

B. KW “24 /NEFH”

C. BinikGrK

D. EEAH

268. sshd fEFBysH O &? ()

A. 8080 B. 53

C. 69 D. 22
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269. () RAMNGEEFRNEAFZ.

A BR Bk B. ERAAT A

C. BbER D. B Ex

270. () MR EFHEMEE, AR A E 1R
50 ] .

A Bk ER B. KL

C. FRb4 EHML D. HHKIFM

1. RIEHENEREREN ( DRERZRALLWWE.

A B R

B. #KEAno4EHE

C. XA AR

D. M4 %a

272. EREMA P LE T E 456 5 210,102, 58. 74, FHE AR
7 windows BAEZA T R () HIBT s MK & AR E W JiE 2
B F 4.

A. ping 210.102.58. 74

B. tracert 210.102.58. 74

C. netstat 210.102.58. 74

D. arp 210.102.58. 74

273. 2 4A)l Console 3 B HFHAM (), W HATREAE
it B .

A, RS-232 3w
B. DLAMEEH
C. 1394 £
D. LTP su
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274. 4 24 Ao 100BASE-Tx X #Al, FEA M OAEREN T
BERASTHHERASEEE H ().

A. 4.2 Mb/s B. 10 Mb/s

C. 42 Mb/s D. 100 Mb/s

275. UTHAEH () REHEEFIIATEEMH.
A. B AR & B. B | AAE

C2. ™ —k D. JF 3 b

276. FTHEETF H, G —4 1P Hitd 10.0.0.1 & F AL H
Internet B L EH A E ( ).

A B A B B. NAT

C. 5N D. ##AS B oy

277, BEGBANER, WURIFG/ETFRAC ).
A. edit.msc B. gpedit.msc

C. regedit3?2 D. regedit

278.SQL Server LikAEFAIE 4 NEAAKEE, THHNL=Z
() RAHFEE.

A. Master B. pub

C. model D. msdb

279. Windows Server F~X#F( ) RFEFHHERK.
A B3 B. ¥

C. L&A D. &

280. 7 TCP/1IP W&, AZMANLREREH TCP 3wH 5
Hz ().

Ao 1~127 B. 1~255

C. 1~1023 D. 1~65535
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281 THH =AM A= M REAN TR ().

A B B. KE 4=
C. S 17 34 D. = | H v T1Esk

282. FEfe AN, DUREHAL A ek g Lo fd R RN
AR C ).

A 38 B. & |

C. f¥ D. k77 % 4

283, PI4BAE R SR W % AT HA G T A8t T M 4%
VR, AWMBH P REFFOEMRS MR ) NES.

A. RLJF B¢ B. A K AR

C.EFAERER D. AL T A

284. TPv6 M3k 3001: 0DBS: 0000: 0000: 0346: ABCD: 42BC: 8D58 #y &
R C )

A.3001: 0DBS: : 0000: 0346: ABCD: 42BC: 8D58

B. 3001: DB8: : 0346: ABCD: 42BC: 8D58

C. 3001: DB8: : 346: ABCD: 42BC: 8D58

D. 3001: 0DBS: : 0346: ABCD: 42BC: 8DS8

285. AL, — R REBRE, WHEAXENZEA
C

A REBFEARETHRAEA

B. RABATMIGE THARLET

C. 52 £ 25 oy 7 562 P A o 1 LR Y

D. ZX AR A 52 BT A s B A6 Y

286. N EAEA T Bl AR ()

A RFBERAE EA AL E B — PR
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B. R X B, B A R R ey — O R
i 3 AT —ANETE R 5T B A — AR
D. 38 MAC MhibAn IP bt 3F 26y 77 5 A B ja] B — Al
287. B EARA DHCPve TRAE B ER, TN LKA N
DHCPv6 i SCiF K Bt E A5 & ( ).

A. Information—-Request

B. CONFIRM
C. SOLICIT

D. REBIND

288. IPv6 A #FEM AR E F B (Flag) KEH ( ) bit.
A3 B. 2

C. 4 D. 5

289. VLAN EIHRAMBEA S & FEEMAL, [ —A VLAN F6y
aEN C )

S % B AR TR — 2 AL b

B8 E =& il

SR — R LR

B33 = 3va::F

290. WHENMERRENEAEZ (),

AT HEEEE

B.ATAER

5 o ==

S

N N

N

B
-y
=
R
P

e
/Kjl\
St

N

a

C.

D.
. HTF o R VLAN & EE? ()

AL ARAE AR XA 7 B9 TP ik 25 404 Wl Am VLAN A7 4%
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B. AR AR HUE W B i R AL A 3 A% K R B VLAN 1D

C. ENMB AL ESFEEHBE VLAN

D. EMM AL E & EEHECE VLAN

292. Access 3 1 & 3% B AW i 4o L FE? ()

A. &3 VLAN TAG % %

B. & TAG % &

C. 47 L PVID 4 %

D. & 3% TAG B4 XX

293, WIZEHER N THELEE REAMIE, HEE AT
(5] B9 28 4l e N B P 45 6 R P ALK 2] VLANTO U o it R 0 A 7 X
K4 VLAN 2 ()

A. 2 F % B %4 VLAN

B. 2T 15 1X 4 VLAN

C. Z£F MAC 3o 4k %) 4 VLAN

D. 2T F M X4~ VLAN

294. UTBHEATF () EHWNEEHERFHRE.

A FESEH B. 2 A H
C. HEE M D. H A = T3 E A A IE 7

295. % -F OSPF #1) % DR/BDR 22 F |, E#HEE: ()
A. Loopback O TP #x KM ¥l 8 — F S 4 DR

B. RS A 0 oy i A S pm k%

C. DR —& b Rm A B &

D. DR —& & router—id & KB &

296. IS-IS RF &M, ¥WEmES> A ()

A. Level-1 Bt m 840 Level-2 B my 2% ¥ A 45
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B. Level—-0 B /2. Level-1 ¥ B0 Level-2 B B8 = M4 5

C. Level-0 B . Level-1 B p#. Level-2 B % fu Level-3
- vy 28 7 A

D. Level-0 # 2 fn Level-1 % by 28 W A & 4|

297. ETHM—TRAW KB EBEA ()

A. SSH B. SSL

C. GRE D. IPSec/IKE
298. () W DL RATWAH P B Jf P B B
A B4 B. TAIE

C. fn % D. Hf$ 2

299. VTEBHEBENZE(C ), FAL AWM IEL

A EFHR AT AR EGME

B. M EHFRAA UMHF AR

C. MEHRAZTEAREG MK

D. K& Hf

300 YENEFHALER, FH () VLANKI2 T AREE.
A ETF IP TR K2

B. £ F MAC it % 4

C. 2T kwd k| o

D. & T3k 1 X

301. #wiR AP K AFThE N 200mw, AP xRy dom fEE () .
A. 23dBm B. 10dBm

C. 20dBm D. 16dBm

302. ERE|Z E (PIMP) W R Lot REBAWRELXAZ( ),
Ao R EEREE RS, pXEBERAE XL
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B. T A AT KNS, o EER XL
C. 2#AmK4L
D. &#E | K%
303. TNABEH B ETI? ()
A EFNAESKRET, BMRREARFRER FERERAK,
oSG R
B. SINEATZItEHNEUKE N ABY EIAER B,
C. SDN &% x5 3= | 4~ % 6y R Ay, V] (645 P 45 3 & R AL . 224k
D. SDN B A G SEB R v o 5 o 42 16 fn Ak oy R R R
304. SDN NBI & jy Fl-FH fodx &l FEZ dy— R 70?2 ()
. BETE AR
B. 4P A pL A T E
Joz ] - 1 e 2 4 P
Iz Fe] - T Ao 42 ) 4 2 7
305. UOS REMBER AR E R HHAABEEEART, o UE
fr 2 M7 2 E4T ()

=

S

A A B. Bz
C. #EHF D. JKF

306. fEF cp AR LT HEERNZE ()
A, cpr HT A UM, B ILE

B. cp—f ¥ LA L E X

C. cp—r ¥ LN XA E 5

D. cp—f A~ ¥ DA L Xt

307. 40fT FZhifhn— G H 8 NTP R4-22 ()
A. add server B. Clients
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C. Acchenk D. Tracking
308. L&At web XtE. R B AANGA VT DL A AL SR AR 4 XX
2 ()
A. ssh-keygen B. openssl
C. md5sum D. Keytook
309. () R—MBEFNRAEWHBRLGESR, &ML,
A B H gk B. &5k
C. Fitk D. DA b2 A A IE#4
310 RAXABRRMRERENEE R (),
A RIFHCE R
EERAPNGS Py
. REFWNRAESE
P NGRRE R
311, HHNMERFFHFRET 2R AL SEHE. REF
B ).

5 o W

A R TR B. 2 )7 % IR

C. B+ 3R D. ST % I

312. (G KBEHEANF G N TR, THEOHAY () ZEHN,
A B 5K B. #Mrh&Aa#K

C. Bd5H#EX D. b ZAmEA

313. W 1EZ S A 428/ Z P Al (Server/Client ) 1% X fndg
MAimAERER, THRERAT, TRRSB/EFIRAGEC ).

A. Unix B. NetWare

C.Windows 98 D. Windows NT Server

34 KA BEANBARZEEERAAREE, THARRRTEANK
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A AON Fu () Ffb,

A BB EABAR

B. R AR

C. TIFELA BN AR PON

D. JBREMAFENTA

35 BABURBSMABENEwmO, SO mER ().

A, AEH B. F[F

C. BEAE D. Huxmr# X

316. Windows Server R ZiMfby —BHFE T AT HEFF3,
MATHC ) TRER| Ay B AL,

A PEREE R B. MRER

C. ZALAH D. ¥ LIILE 5|
317, BEERFHBEE () B AEER & A0,
A BERS B. BeEEEHEAL
C. k)& R A 4 F D. )&% B MF

318. B F WAL Z 255.255.192.0, ML UTEN () &
MR B E B B AL 147, 69. 144,16 A,
147.69.127. 224
147. 69. 130. 33
147.69.148. 129

s e woF

147.69.191. 21

319, FHEREE, HENKEZERELOALE( ).
A, R EREEF

B, AR BT & A

C. R GHM
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D. REFNRA

320 ARMER B RRETO AR, BiELFHNNTHEEX
= ).

A AR

B. FIP#R

C. EHEEHA

D. KB B A

321. T7|XF IEBE802.1D A skl (STP) #yffakeh, 4%
HEC ).

A, STP Z — N4 BB 08 ZE il

B. STP ZATEMM ARG L, B HET —ME. TEE
B IR 25 A W 2

C. Pt # &% T (BPDU) ¥4 A RootID. RootPathCost.
BridgelD £/ &

D. W4indmN bty BPDU K A #Ext 35B

322. 802.11b E X TSI MEB AN L&A B MIRE, i
&% % 1Mbps, 2Mbps, 5.5Mbps , ().

A. 10Mbps B. 11Mbps C.20Mbps D. 54Mbps

323. LN % T Node Segment JiE441% 2 ( ).

A.Node SID 5% & #y Prefix SID FfkAd

B. Node Segment & il T47R4F & By A (Node)

C. 2% B #y Loopback # 0 TELE 1P MitfE A MR, AT AW
Prefix SID L FF3t 2 Node SID

D. Node Segment 4% % # Prefix Segment

4. KX THMBZAENER, WERERAZ —MAAWRLZ2
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RENE, BEMZ A, AP EEERR, SEEEERRERS ().
A BAFS
B. UPS ¥
C. BExGXHEK
D. X &
325 UTHTAZ 1P BHBENALZHEZR( ).
A sRPTREE TP BdEHR
B. HEERLMN 1P HFEMARRERR
C. o#f IP BERFFFH TCP AR
D. 4B EEKER
326 X EHLEY IP Ak 4 202.113.25.55, F W 4 & R
255.255.255. 240, ZENMHAR FHH ().
A.202.113.25.255
B. 202. 113. 25. 240
C. 255.255. 255. 55
D. 255.255. 255. 255
327. THE AT IP XL F TTL F R UL7E E# W2 ( ).
Ao TTL & SCT IR ENL T UK H B A0 R E
B. IPRXEFAK—&HmAER, HTTLESHPR 1
C. TTL & T IR E A LUK 2 4356, by B o] 8] R
D. IP X BFLAR—GHmBER, HTTLESH N1
328. T AU K T A B AR T DURATS 28 25 31, 7 IE 74 9 72 ( ).
A ARk SERAR B B, MAC M b K B3 & ik K AR A
B. MR EFARRE B, S0 A E R L W& B AR
C. Hrfh J6 REAE B/ 09 B & A AR
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D. ARk 5 Z B BB K B B A A A ARATR
329. & IP BIRIORSE, AT FFIEAEH () AR BRE

A BEEEE TP Mk

B. M E Ay 1P itk

C. #3E IR S ik

D. #3Ea. 6y B #y it

330. 47 STP AT, THAEMRREANFTH () moLiRm
R 2 A £ By TC E AL BPDU,

A AR 3 O B. & 3w O
C. 43w & D. 4§ & 3 O

331 AAXHFFHTTPL 1 (il R E” The, ol W& sk
70 )1k,

A B. 5N

C. B il i D. & 5| ¥R

332, DARPI R BAE T () Hdk &R SR ER 2% 8 B 2L 19 BN 4
REALE .

A. TP B. MAC

C.DNS fR 42 D. JF %

333, BT ARBHNETEIE( ).

A HE R P AR A g 1

B. 7 & 7 4% T B AR F 3t 1E

C. 7 & B3 T IR AT BA LR F B0

D. %4 E W 45 B0 7 il o

33, MFHMEAAERANEZIL., —XE(C ), BAEHT
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IE % 8 W 245 0 B4 ) P4 R R AT 43, M AR ERAH
Wbk, 7 — K2 EBRA”, K ARG 8P %724 % RE 6 R ED,
X P 45 1 ik i Ak RO B 2 AT

A. ccz’iﬁgﬂ” B “;‘ﬁ?ﬁ”
C. LR . R

335. ERIRAC )R P AR BT, FUABIESTE R AL

A.Replicator Z1. Guests 4

B. Power Users #1. Replicator 41

C.Administrators #1. Administrators 4l

D. Power Users #1. Guests 41

336, DUT B T8 o 2 A 1 WP B9 2 ( ).

A, LB i e R 6 2 AT D L

B. ¥mfs RMEHRE

C. BHBELEEF e

D. S0 Hy 1P Mk B B 4R

337. —A DNS fR%& LW HELARE, Xy ( )W/F,
BT XA+,

A, EERXE B. #£E XM
C. %y X3 D. b~ X35

338. K TEmEHE RS EBERIORESH Y down WERH, T
IEFEE( ).

AE—AEAENEET, ol REEATEEERARS

B. R B E bR R

C. B ¥ 3 KA B 5 7]

D. A ARG T
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339. P USERL #/H NTFS IR, ©F7BH —AN4#AH NTFS
FAERRK, VBN E —HAAHTRR, AP 1 REARE
C )

A, AT

B. 3%

C. A~ a3 7]

D. 52445 | U F Aniz ¢

340. THENNE B E. RBELFBEFHERHMG AL, wiE
K ER(C ).

AFNET— =K

B.R UET—. =%

C.AREET=. WX

D. LA IR
1. O )ERAWENNE (BHEBEEXEANF ) TR
= A

342. BB EFEENRBAEUTILM: S SBhSEH
Hy BONAeE A B AR EE () MER R ER R FEE.

A. OSPF Hth % % 5 %k

B. NLSP B iy 16 ¥ 5 %

C.HBRSHHUEH

D. RTP & 2h 3 5 i%
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343. ()& LAN s & bt W & 1530

A.DLC B. TCP/IP

C. NetBEUI D. IPX/SPX

344, Windows Server 2012 #IEZ %= () /™ &,

A. £ [E Microsoft /&

B. £ [E IBM /)

C. £[E HP A F

D. % & SUN /A

345. TR FLARAOHERSTERN ().

A.Windows Server 2012 7% K B W iR

B. Unix (B3 SUN 0S, HP-UX, IBM-AIX) B4R a4k, Mag
R, BREEZ2LHRF

C.BH&E. kR, IDS EMBRET2HFEL LR A

D. R4 Linux JERA I, WA ZARKRFE

346. M RAABARFHETUE( ) FRE.

A. FTP 35 & # T

B. Z AWK P 2

C. B &2 tm

D. & H KILI

347. tracert A4 ( ) B AW 4 B A7 T & B W B4R

A R BRER B. Rtk
C. IREF LK D. A BREF A 1D K

348, YUH W H NP UBNREERSWEARA () H,
A R B AR Ak — AN e
A, T B. £EA,
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C. AT 2 D. B AR

349. G bAMLE, FH( ) X AR E X,
A TEAR B. 2 Al

C. 3k & D. % 45 foff 4

350. B TR OST ARA B # ( ) B .

Al B. 3

C.5 D. 7

351, ML & A = REALALE ( ).

A, b A E B B. A [E B

C. 3l %4 el B D. 7 %4 el B

352. QW 434 E B A L # T ( ) — .
A. {# R Whatsup T ELA| 2 — AT 6 #E 4

B. & 15 R W 4 4t B M
C.EENEREEZNREIEYR

D. H 7\ E A7 At

353, EHEELEEME, ATHEHEHE ().

AMEE B. P %% &

C. Z# = D. LI E

354. FTP 2 &l F TCP/IP W % % Ineternet # ( ) Bt —.
AL PR B. & 1%

C. ] % D. Fx &4

355. ET A oA A ( ) 2 Ja] B 1 A AR

A EHX B. 54

C. & 44 D. THEK

356. Az ENAREFENIEN (Trusted Computer Standards
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Evaluation Criteria), JARXRIFEN—NTENZ G2 M., TCSEC
KItENZ AN ERE, BRA2EFRNaHN 4 X TR, #%H%L%E
FE A B 5% 5 o 2 A HE T ( ).

Al1,B3,B2,B1,C2,C1,D

D, C1,C2, B1, B2, B3, Al

D, C2,C1,B3,B2,B1, Al

= 9 5=

A1,B1,B2,B3,C1,(2,D
357. OSI SRR PRI F o= ().

A W% B B. #13 &

C. HEHR & D. &3 B

358. BAK AT LB ).

A, 2k P B. MK P

C. EH K D. Ji il K
359, A #MA () Z A By LR R X AR 4.
A B2 B. W4

C. A3 D. I+ H A

360. HTML CA%E A ( ) HF
A. R ZHFDOS F &
B. R ¥ ¥ windows ‘F &

C. 5F&EX

D. 5 F&HK

361. ZHALT IP AR () REFHRS.
A. IP B. TCP

C. DHCP D. DHIP

362. THIFREHITP ZHHE ().
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A B P 5 RSB K A%

B. & P 5 R4 %L TCP ##

C. &7 10 [R% 8 K #E K

D. &/ 1 Fi 458 K 34 X HF

363. P ECIE 5 A A i P 2% K% ( ) B

A —EHE B. —/
C. % IR D. 5 MR MR %!
364. HTTP U F B BRA 3 B & ( ).
A. 80 B. 70
C. 50 D. 60

365. e NEPFT AW 4, TE Router B & FMEBE#H#AIKHWT,
M| 7E Router B B sk, 2001::1/128 345 B NextHop K ( ).
ipve route-static 2001::1 128 3001::12:1

Fe80::fe03:c3fb/64
Fe80:fe03:e24f/64 3001:12:1/64
3001:12:2/64 3002:12:1/64

R G0/0/1 R

Router B Router A
Loopback0:2002::2/128 Loopback0:2001::1/128

3001::12:2
fe80::fe03: c3fb
3002::12:1

ST

3001::12:1

366. HH R % B BT HEH “Active Directory H 4~ ¥
234.163. com N ( ) .

A EENL B B s A “163.com” L7 K <2347

B. it E M, “4&” #ashy “2347  “BL” K “163.com”
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C.iHENL “B” #idrskh 2347 “B4” K “163. com”

D. WM, “B” a4 H “163. com”  “HAL” H “163”

367. W T HIFARF I & e 0 KR, 3 R IR AT, T LA ( ).

A P 53

B. Fft w2 A R 41 4

C. B4 7R

D. Al & — R KA

368. nE pr o, MREEA AL GRA WM Z MR, WTE
®AEEW T ER ( ).

1
i

A FERI AR T & TV EER R, FiEE e N TEEXS
BN AN T

B. ] Hub {4 & XN K, HEF & ENWITEEXAE
BT

C. ] Hub 4 & ENFE AR, HEEFE NG THEEXAE
BN AT

D. L Fl eI & ENEB AR, e e ENNITHEEAE
BT

369. TEEE 802. 1D 7 o AL E 1k e o ( ) bit,

A8 B. 4

C. 16 D. 2
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370. Windows By H FZ 7 LUERR, B EHKIELRB|F PR ARPNR
il J& ¥ PA( ).

A 4% EIRR B. EH T4
C. AEHZ D. MR B &

371. THIH < VRRP 4L eh i+, EFEE ( ).

A. VRRP 41t 1 400 TP 3k o6 N 40 o AN 34 1 oy TP btk

B. A~ [ #y VRRP 41 DU [5] — & # IP Mk, (B2 # MAC Huht il
MA ]

C. [’ — M3+ 0 7 LU Bt £ 5 £ /> VRRP 41

D. —AN VRRP 4L % ¥ LUK £ & £ B o 2%

372, 5 B Tl EE AL FE ( )

A FEH| A B A Tl B

B. =% sh k. HEE 2h Bk

C. Wik . BER LI

D. Wsshak . #IEEHIhAE

373. TP ik 2K A Khdtk v DIA 2 ( ) NT P

A 127 B. 128

C. 254 D. 65536

374. FTBMH IR A FAEMNL () A5 838 A ds ) 38 3838
sARERSS/R:p N

AL B. 42
C. %4 D. W I

375. T A ( ) A5 A AR A R AR B DU T AR R P 4 R
e:oRiap i
AL TH IR B R 4
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B. [ # N &

C. AT 3 B Bk 3| B — Wi £ AN

D. ¥ BN AR MER

376. TCP/IP X oty P 24 0 JZ 3¢ L OST 25 A o fy ( ).

ANFE. B

B.ERE. WME&E

C. WM& &, NMAE

D. ¥ E. WEE

377. 3547 STP L Hyi% & 3w B A F Forwarding JR &, TF|iEIE
Wz ( )

A 23 DA R IF AL FE BPDU, 42 & | P i &

B. 23 1 BR.4% & | P it & b AL 3 BPDU 3R XX

C. 13 0 AU AL BPDU | X, W A% K F P E

D. iZ 3 0 2ARYEUR 2| 8y i P o AR MAC Minbk, B4 KA F

=
b

378. A () WEFABFEAMEHE,

A BT B. 2T

C. WL D. &N T

379. T B M %, FrA B m AT 0SPF thill, 48 £
A Cost fEHG AN, JU RA B gk o 2|35 P45 10. 0. 0. 0/8 #y Cost {H &
( )
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Router C
A. 70 B. 20
C. 60 D. 100
380. A TCMP A DUk (8] 2 3 & % — AN P KRB =
(a4
A. ping B. tracert
C. ipconfig D. nslookup

381. FEMRIE DUA W F dn Rtpf /s KR BE 5 2 100m, X A
MFTA ( ).

A W& %, B. [F] $i1 WL 45

C. BB L D. Z ok

382. DHCP DISCOVER 3} 5C#4 Bl 4y 1P bt 4 ( )

A, 224.0.0.2

B. 127.0.0.1

C. 224.0.0.1

D. 255.255.255.255

383. DATF IPv6 itk ( ) GBS AR M

A. FC00: : 2E0: FCFF: FEEF: FEC

B. FE80:: 2E0: FCFF: FEEF: FEC

C. 2000: : 2B0: FCFF: FEEF: FEC
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D. FF02::2E0: FCFF: FEEF: FEC

384. Trunk 3 0 & X EKAEWIE ().

A. Y VLAN ID Gty PVID [, & FHIFEm

B. 4 VLAN ID 5358 PVID [, &4 K4 PVID # %

C. ¥ VLAN ID 5350 89 PVID N [F, & TAG 4 &

D. 4 VLAN ID & 3 0 ¢y PVID A6 ], EL/Z1Z 3w 0 M iF@IL#y VLAN ID
i, 3% Tag, XKIZRX

385.PPP Wi X, H #y Protocol F B A 0xC023, X7 ZHLE
C ).

A. PAP B. LCP

C. CHAP D. NCP

386. MR ACL 5Bl Z( )

A. 6000~ 6031

B. 4000~4999

C. 3000~ 3999

D. 2000~2999

387. W 4% P T A vk i@ i SNMP 1 N B M &8 &, UWEHLRE
R AR, WEEETESEFKE () SNP X,

A. get-response | X

B. trap %X

C. set-request X

D. get-request X

388 AN HAME T EE 4 e BEE, FH4 BEHEL
24T OSPFv3 i, A 8 | % DR R 26 &4 dE 0, WP+ 3EAC )
MNRBEX R,
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A. 6 B. 4

C. 5 D. 3

389. WM AEA R AT ERERAWE X, RET NG AfFk
A= ( ).

A R & B. # B &

C.f& 4 D. 2% &

390. 7 TCP/IP ZHEA b, 4 E F iy TCP th AR I 448 7
FEROARNRE, X( ) NBE AT AR EHE, RET ELAA
Ao 42

A AR Bt 2 2 B

B. A HE B th & 2| e f B

C. N B B2 X 5| x5 B

D. I BA% 1% B 4 B B

391. LL % F Prefix Segment ¥iiF4EiR N & ( ) .

A. Prefix Segment # LLE IGP H b4 He

B. Prefix Segment i id IGP th ¥ W 2| HMPF T, 2/ W, &
J1 A 3K

C. Prefix Segment EEF THE

D. Prefix Segment A FAFRAM %+ 8y AN E By bbb a0 %% (Prefix )

392. TPv4 & 2 By DSCP F B BUE G B 4 ( ) .

A, 0-15 B. 0-63

C. 0-31 D. 0-7

393. BNC # Ly A K A ( ) = .

A EER. AKX, FEX

B. A&k A. BEHEX. HEKX
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C.EER. 4%, F#k
D. #FH# KX, BEEA. 4%K
394. UDP 2 T 1] o2 #E 1Y, 56 A4 JH ( JRFHEL T NS,

A P2 E X B. Rz A E X
C. A= 1 D. P Bt X
395. MEBRAEFNILEE () 3EX,
A #Ri B. AT
C.%F D. /NF

396. TP Huhk/Fe ¥ A3 3 ( ) k.

A REERSHE

B. Reezh &4

7]

C. BE¥ DAl A ¥ LA

D. ¥#AENHE

397. T At #E AL TP M sk 4 IF 7% 9 2 ( ).

A A F T4 1P Hidk

B. SOF T4 1P Huht

C. T Mgz

D. FMETFHIZE

398. BT A RARAH B YILFAER T AERSE Z AT LMW
BEREABRELATH . ( ) B A . LKA LR 60 H.
A, BEXF it
B. E Wkt
C. Mg &k
D. A IP Mk
399. 0SI 2 Al 2 B % F A3 15 Y ( ).
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A W &= B. W13 &
C. et 8 & D. 27 &

400. B ESBFEHENRBGIEUT UM #5H0( ); B
o E B R EE G, BERSESnERGRERE.

A B HEFEHE

B. NLSP & mit ¥ 5 ik

C. OSPF B #H %

D. RIP Bk &%

=. H¥rA

L R ABRITENNE N2 —, B4 TERA TN B4
Pl bW eit I i%. ()

2. A S (cinder) A LGRS, F0 oo TAHA
RHPGHT R, R L EmbE IR sh 25 8. 4n NTFS. NFS,
Ceph. ( )

3. F i WA = A P4 oF e A LR A B T A1 R
— R RES, B AR RS R E AR, RN E W
Hhigw. ()

4.RAID 10 FEWA DL Lo f 4 sl sz XA Wu A Es. ()

SmPer T UAEEMBRERS. ()

6. IPSec VPN 7£ IKE M Bk 1 B9 th BT, W AR AMAE R, YHAX
Sl A AR ARy TP ik B, KA Main Mode WhRT: % — w330 A LAY
IP Hidik it fx, KA Tunnel mode #hR. ()

7. B AR O TCMP 3 BE 4038 Y 2 U B 45 W An B AR 45 4
C )

8. SMER M X X EGP 2 Al T H 8 &2 4 W B B 4218 B IR BURm 2 e Yy
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WE. ()

9. IP 1P B Ay IRt Fo B B9 bt 7 B Oy =R IR EAF E B £
LB i b, ()

10. TP fedomt, BELXTHE —ABEREIENEEZ: EHHE
Mok Fo T —Bk3tubk. ()

11. P4 3 4R 12 s e, 28 2 UL B TP Hunk, B # BB X
TR, ()

12.LLC FEZAEM F O HEEBEHNTE. ()

13. % #E 3k Manager) i 3¢ GetRequest #4218 (Agent) # &Y
THRELE, wRREFEAMTESERE - ANDREEE WRELHE
Informatio /X, ()

14. f5 | traceroute &4 ik W 45 ¥ LLAS 36 B A7 W 852 & 72 B W
EH, ()

15. R £ N B & L A2 F A AR B A R B AR KB I
KM B EE Veb A%, FEOZRFBTHE R, Tk E 0L
G P EER, X BT DDoS &, ()

16. ¥E d 2 —MEL T, B £ 503247, AT EM AR £
rE. ()

17. &8 B R G, REHBRRE W EE EIH o0 TR, TRE
BHBETANES. ()

18. P45 B A, “HWIL KA EEA R TTL 8y IOMP ) SF b o7
[E] AL 453X, SRR B L B @it BN EBE” a4 ping. ()

19. P 458 A5 th il P R R 2 LB, B0 &8 7 kA 00 TR 58
HARH N RENFENGEENRS. XML RAHE.
C )
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20. TTU-T % & th X 27 % B 2 7 Ao = SDH, H o ey STM-1 A% i 41
P FEZ 622. 08Mb/s. ( )

20 AN GATERATNEAR T RARHEBHENERDW
#WER%E. ()

20. N T HAT E RIS, 0o FUAT 1 09 BB WHAT R I, 7 R R
TR AE R R B AR, ()

23. HDLC #U — Ak W0 1o b B9 (5] 5 3 B 428 R 40, R 01111110
HmEEADERE. ()

24. B P % (DSL) J 25 T 338 W38 R 00 S 3 NBUR, T L
TR % LR A BEFAETES, HEE R RS DSL 7
HDSL. ()

25. RA R N BB AL B, ZHNA BB AR
B, ( )

26. 3¢ ADSL 7 8] Internet, 76 & & 33 3t/ 35 % o ADSLModem
¥ PCHl, 7 ISP gl 1f DSLAM WA EHAFM. ()

27. IR Wy AR £ M anef, St CCITT Y V. 11 ZWALE &
HR R BMAAEHEATATE. ()

28. ARP 1A DUBY 1 2 |1 TP Mk 3K MAC ik, © B9 1 i3k 38 2 oo &t
RETP AR, ()

29. SNMP R JH| UDP 4% £ #5484 ik 55, X & i1 T UDP £ 3 #f C+] LI,
TCP #H#FEH XA, ()

30. WLAN R 3 BN R A 8, 3 BOR B9 08 2= o B9 56/

C )
3L X5 B SR B R RS0 1 AT, ()
32. HDLC /2 W [l FAF R W [/ 2 . ( )
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BHEELMIR Y, BAZERETEREZ HILE. )

34. TP frae (el f 58 Rk R fom g 8 MR %. ()

35. gopher: //hubu. edu. cn, M, URL A2 EH. ()

36. X THEEEEREFEAMNMETX. ()

37.802. 11g+Hy AL 4% £ 4 118Mbps. ()

BB HEAEENENAARS, HABHRNEEF I RN TR
RBEEL O, ()

39. £ TCP/TP W %, A &M ARAERE hsmo THhER 1~
1024, ()

40. A THATH Z BWy B B2 4%, TP Rl 8 L HURYE E 47 TP
Motk . TCP/UDP 3 1 45 KL xd W 45 $R 4B #E4T7 70 28 O Am L 44U 38 4
«C )

41.MPLS STHFB-FE W & E 1L, A MPLS ARICHY 230 3 Rk 1
PPP i ifea%. ()

42. 18 ] ADSL 4% 5 b W, EEALH P o PPTP 3. ()

43 AR P iF R i X AR F H g B 4Lk ey WEB T, AT X
NTHE, F PR E - MERFEXEER = H. ()

44. 7£ HTTP v B3R X H 89 Date: HEFEH T Z WX F X X &5
—REHFHEM. ()

45.TCP R X#FFmERH, S L FAEEH. ()

46. 100BASE-T bLA A {# A CSMA/CD Hhill. ()

47 LB BEREG REBE T AP, BEE IR B AT B

5 & BB 3 R, ()
8. 5T 4 P R-AHE SR RS ERELSNEE. )
49. IS0 | 2P 4 & IR e FEA N 52 A~ B 45 A0 A A 5] B & 0K
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TR ENHEEERTURAEGHE. ()

50. FHAR — MR A Loy EHHM G EAE Ping gl ()

51, AN R TP Mk AT 284y, ()

52 MEMWEEERZ ARG, BHELE. HF. ()

53.7 OST L EAEMEA S, A THERBE S ZMEZHHEY
HE.C )

54.210.38.192. 33 & B X MHbhk. ()

55.TCP #u UDP # s 1 S ¥ LUR S/ . ()

56. B P 45 A B )R B o B RBRIE L A R T AR, U

I )
57.WindowsServer2008 B & %4 Windows i K IEA B & 1 b #1
. ( )

58. 7 windows R 5 L E DNS R0, deUBR MR, KA
R EIREILE. ()

59. & windows R AR UAEIZATE Bdr N winnver. ()

60. 7& ) B 3 7 LA & — AN 2 AN, T LUK B AR B AN
— AN A T DU — AN B T B B A N B — AN DL (E R
«C )

61. 24k P AnF B F Administrator ZLEY K P, = BRA B0 Fe 51 R
#prem. ()

62. 18 B AT T HAE T2 G488 4 s W BAR T AL TP Hink iy
AR, By “Rm&w. ()

63 E—REABUH LR L TUHEITAESK. ()

64. 4~ 7 Bt W & B 1 = B PR B E LR Yl ) AL ] AR
Folitg XA EE. ()
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65. 32 | IKE i 4 IPSec B 2 ¥ B ZE L SA, W LA FF7E 1 7 & AL
H S SR AT AT HROAE. ()

66. EIZATAE 4\ “gpedit.exe”, # & J5 o LLIT T4l 5K e 48
. ()

67. REZRAECEANFE LAY RN A P A 6% B w4 B
7. ()

68. 1R — & WindowsServer2008 1+ EALH R AT E 5L, R WUE
A P A TR B EN Ak s. ()

69. 4 T W& ALME 1P Hink, (RN PI%EHE R AEA R NAT
FR% LI &bk 2 3 R 4. IRA 2N E BB A H 50 6t ENEE
# Internet BH#fEH —ANAEE & 1P dbhb, fRBZ6E A NAT #4T3% 0
Mok, ()

70. BOAB A R KA B R ZE 42 K. ()

T BRI ER SR A TR E T ENEAGIES BT R
£%. ()

72. Administrators K P BRAB A T RN, ()

73. % ¥ 5 7 WindowsServer2008 % % F LB 2 Ank k., b 2 H
ENBERERERE, NZOAEFRE. ()

T4 EW & R T RESLRMET, BHEFNESUHENA 2
B F R, ()

75. BH EAAR—F AR A TR MR MR EAN LSRR, ()

76. GPO (4 5K 7t ) 1 Re 4 # 2| ActiveDirectory B R £.( )

77. R4 F 5& ACME. COM, 3% 1y 4 F =& DAFFY, #[ 2 T 38,t4 DNS
4 5% DAFFY. ACME. COM, ()

8. BF X G T EHLA TCP/IP HERA, W LUEA netstat &4,
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C )
79.DNS AR EFE R T EHNA A0 IP bt = A M. ()
80. WEB AR % 2% apache BRIAZEH MY 3w 2 5 % 8080, ()
81. L XM A & By A A chmod. ()
82. & linux 1, —/NFIRHUSELA ipddt. ()
83. wh AL H Ay hard IR R AAERE T Zw R A 2247.C )
84. linux WHY EAK. ()
.Dynamo DB [R#| T & K& A/N, & & T/DIE ARG TIE,

—_

~

8
C )

86. i R A XM k. B X « ZHEWM K. &L N
x. ()

87. NTFS # A KA 4 fE 4 Linux g X, ()

88. sshfEFI My 2 TCP 3wk 22. ()

89. SMTP {# | g = UDP 3% 10 4 26. ()

90. Iptables AR FELIE ICMP &, ()

91. TFTP EJH = tep 3w B A 69, ()

92. —/NE & BN IR A AR 63 NFAT, BENEAL 2K
A 256 MFEA. ()

93. 84 KagA/NFG, BTl “sina” #n “Sina” A —HH. ()

94. MBR (masterBootRecorder) By RE & 0 K R 8y K/N A 512 54,
C )

95. B RTUATHY linux #1F R 45 $42)F grub2 Af5 % linux,
C )

96. A5 R LA BN EBEE, LT UG eHAEE. ()

97. Linux &y 3 AANRALEY N7 =& “BE-BA-Htb” , A F{LH
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KFR RA-F-H. ()
98. Linux FAMAES BETMAK: RAAEMIHAL. ()
09, BT 5 HBM R A —AF i TE. ()

100. Linux S ff & 4080 S P40 2L 0E AL 401151 2o e ¢ 9

o, X TAER A, AR /bin BEE. ()
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B MERESER

i pat

EEHNE R AR T EAHE, FEWT BT 22F,
XEHT CRLT HFEL. FRRAES . BH. #5. MH. AFS
AR, G —HAT TP Bk 45 IR e LX) Fo - BL, 4 PR A OSPF. RIP.
ISIS. BGP B i #h N #H4T H B B 1.

gAY K F A TR - TR, ARSRhzZENHN, &
AMEBBRREZRE, AL EELNE, FRREAELAARET
BB, EXEHELRMREHE TN, RS hE. TEX
Bl df, WA FEEHIEANE B, TR = A R R AR A
Eit, EFWRSTLAREER.

W %3 E K 1P 3k k:

IR

EO/Z. E0/1 EI/O,’IS@

: SW3
Fw2 2T 2

/0/19 E1/0/22 13 E1/0/22
"1 " E1/0/23 VPN E1/0/23  R1/0/
E1/0/24 L2 E1/0/24

2. P& & TP Mt itk
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W &4 B K& D IP Hhht
10.8.1.1/32
loopbackl ospfv2 ospfv3 bgp 2001'ﬂ(§2'1'{i/128
10.8.1.2/32
Loopback2 2001:10:2: 1:: 2/128
Lant 10.8.11.1/24
vian 2001:10: 2: 11:: 1/64
10.8.12.1/24
vian20 2001:10: 2: 12:: 1/64
10.8.13.1/24
S¥1 vian30 2001:10:2:13::1/64
10.8.14.1/24
vian40 2001: 10: 2: 14:: 1/64
Lans0 10.8.15.1/24
v 2001:10:2:15::1/64
vian1019 10. 8. 255. 14/30
v1an1020 10. 8. 255. 5/30
vlanl022 10. 8. 255. 1/30
vlan1023 vpn 10.8.255.1/30
10.8.2.1/32
loopbackl ospfv2 ospfv3 bgp 2001'?(§2'2'{i/128
10.8.2.2/32
1 k2
oopbac 2001: 10: 2: 2::2/128
Lnt0 10.8.21.1/24
v 2001:10:2:21::1/64
10.8.22.1/24
vian20 2001:10:2:22::1/64
10.8.23.1/24
S¥2 vian30 2001: 10: 2: 23:: 1/64
10.8.24.1/24
land
vian40 2001: 10: 2: 24:: 1/64
Lans 10.8.25.1/24
2001:10:2:25::1/64
vlanl019 10. 8. 255. 22/30
v1an1020 10. 8. 255. 9/30
vianl022 10. 8. 255. 2/30
v1an1023 vpn 10.8.255.2/30
10.8.3.1/32
loopbackl ospfv2 ospfv3 bgp 2001'10'2'3'{1/128
10.8.31.1/24
W lanl
SW3 vianl0 2001: 10 2: 31:: 1/64
Lan20 10. 8. 32.1/24

2001:10;2:32::1/64
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A A K& D IP Hb 4t
10. 8. 33.1/24
vian3o 2001: 10: 2: 33:: 1/64
10. 8. 35.1/24
vian30 2001: 10: 2: 35:: 1/64
vlanl019 10. 8. 255. 6/30
vlanl020 10. 8. 255.10/30
10.8.3.2/32
Loopback2 2001: 10: 2: 3::2/128
‘ 10.8.110.1/24
S;%;%i% vianll0 2001:10: 2: 110: : 1/64
Len120 10. 8. 120. 1/24
v 2001:10: 2: 120 : 1/64
vlanl015 10. 8. 255. 46/30
Loomback3 200. 200. 3. 3/32
SW3 4l P 2001: 200: 200: 3:: 3/128
Internet vianl017 200. 200. 200. 1/30
vianl018 200. 200. 200. 5/30
10.8.4.1/32
loopbackl ospfv2 ospfv3 2001: 10: 2: 4:: 1/128
. 10.8. 4. 2/32
loopback2 rip ripng 2001: 10: 2: 4::2/128
10.8. 4. 3/32
Loopback3 2001: 10: 2: 4::3/128
ACT vlanl001 10. 8. 255. 42/30
, 10.8.130. 1/24
48 A5 )
vianl30 L&EHE 2001:10: 2: 130: : 1/64
, 10.8. 140. 1/24
4 =3
vianldd % 2.46 7 & 2001: 10: 2: 140: : 1/64
, 10.8.150. 1/24
s s
vianl50 F% 56 & H 2001: 10: 2: 150: : 1/64
10.8.5.1/32
loopbackl ospfv2 ospfv3 bgp mpls 2001:10: 2: 5:- 1/128
. 10.8. 5. 2/32
loopback2 rip ripng 2001: 10: 2: 5::2/128
o 10.8.5.3/32
. Loopback3 isis 2001: 10: 2: 5:: 3/128
‘ 10. 8. 5. 4/32
— 4l I\ ]
Loopback4 SKHI 5 7 AL L EX 2001: 10: 2:5:: 4/128
10.8.5.5/32

loopback5 vpn Jif %

2001:10; 2:5::5/128

g0/0

10. 8.255.29/30

g0/1

10. 8.255.21/30
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W &4 FR W& IP Hhht
g0/2 10. 8.255.18/30
g0/3 10. 8. 255.25/30
s1/0 10. 8. 255.33/30
s1/1 10. 8. 255.37/30
10.8.6.1/32
loopbackl ospfv2 ospfv3 bgp mpls 2001:10: 2: 6: - 1/128
) ) 10.8.6.2/32
loopback2 rip ripng 2001:10: 2: 6::2/128
.. 10.8.6.3/32
Loopbacks isis 2001:10: 2: 6:: 3/128
] 10.8.6.4/32
- toopback4 ipsecvpn 2001:10: 2: 6:: 4/128
tunnel4 ipsecvpn 10. 8.255.50/30
10. 8. 6.5/32
Il
Loopback$ vpn Ji 4 2001:10: 2: 6:: 5/128
g0/0 10. 8.255.30/30
g0/1 10. 8. 255.41/30
g0/3 200.200.200. 6/30
s1/0 10. 8. 255. 38/30
s1/1 10. 8.255.34/30
10.8.7.1/32
loopbackl ospfv2 ospfv3 trust 2001: 10: 2: 7:: 1/128
. ) 10.8.7.2/32
loopback2 rip ripng trust 2001: 10:2: 7: - 2/128
] 10.8.7.4/32
FW1 loopback4 ipsecvpn trust 2001: 10: 2: 7:: 4/128
tunnel4 ipsecvpn VPNHUB 10. 8.255.49/30
e0/1 trust 10. 8. 255.13/30
e0/2 trust 10. 8.255.17/30
e0/3 untrust 200.200.200.2/30
10.8.8.1/32
) loopbackl ospfv2 ospfv3 trust 2001: 10: 2: 8:: 1/128
e0/1 trust 10. 8. 255.45/30
e0/2 dmz 10. 8. 255.26/30
— IBRE

LB &5k
(1) ##Fw, TH, R&P, REFEEEAT.
(2) BHB%FREEF SR E&HF,

(3) WERRANG, RIENEHRGL
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2. W % A7 4

2 AT & AR AL T T B A AT S E AR S T B

—

(1) FUAELEMA L TR S 101; HFAELE A LERGET 102,
() BAERREFEANA 13w, AN 235mH0. AR
B, MERALIR S68B AT N
(3) EMEAREL A S TERBEASEE NN AR T:
F5 | EERET |BREAERT | KERT | EEART | RE&E w5

1 | W1-02-101-1 W1 101 02
2 | W1-06-102-1 W1 102 06

(4) SRS IFomBE, BRI 2ARELKEHNR L, FimblEm
&, Fik PVC MR AE. NREENENRHITEEA L, HHA
HHAAEGEE . ¥ 2 RAREW 3, mEERSEMMRD, %
— Sk £ RT45 B3k, HHZR EERRER, FmEmFL.

(5) BR&HBIES MK, BRI 2 RAKZH KL, wmEAREEL,
Fir A P 45k 4 B 3K 4% S68B AR, Fsm bl (EIR A, HHP&E RN
Ao R E AL, REMEHEIER, RRELRKEREH N LK,
SRk, BWAMERENME RO £, %I PC. FRAHEMR. B
SR WEZEER (Fr: A AN LB W R &7 R BT
).

3. IP #LKY

ATABRHARERAVFZETE, FRTKIE LERTFFL.

\

—_

[\
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W EA, HRIELEAELRTLE Internet HHH 4 ML T,
A HEITH R AT ENA A TE T, ERA 10.8.10.100/19
E NS 2 5 — AW BT 289847 1P Sk K%Y, TP Shbb 3% B T 5%
KRAETE IEAK], PIXat BN W B & 5 —/NF F ik, % 5% &
T & IP Huht ALK,

T T [EXE:
AITBRR | BAENH | om0 N | (RFHALLLY)
T 10

= 600

* % 126

Wk 14

. RHBE

1. BB vlan, SWI1. SW2. SW3. AC1 B4 — B4EH 2 4944 M vian
e

K& vlan 4% 5 bl i, B
vlanl0 E1/0/1 Pl
v1an20 E1/0/2 1K

SW1 v1an30 E1/0/3 451K
vlan40 E1/0/4 41 &
vlan50 E1/0/5 AT 1
vlanl0 E1/0/1 2 B
v1an20 E1/0/2 B 2B

SW2 vlan30 E1/0/3 5B
vlan40 E1/0/4 W% 2 &
vlan50 E1/0/5 AN 2B
vlanl0 E1/0/1 3

- v1an20 E1/0/2 w3 B
vlan30 E1/0/3 43 B
vlan50 E1/0/5 AN 3B

2.SW1 o SW2 Z [ A Z F R MG LI EHE, o —FF AL AR
ZE IP 4. —£KAE YA VPN 4. — LB XRG AR - B4,
FIMERBARDA LIS 1 B W4 2 B & Bhk5Hw 48 H
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FW@E, W4 VPN 5240 & #¢ 4 Finance, /A% — B V489 A A —
B RE, EMXEA, T RES#EY A5 ALER.- w5 N 1,
Jl LACP th3, SW1 4 active, SW2 4 passive; FFJE. HH IP #4T
LI E .

3. SW3 4+ 3t ANk % VLAN th 4 — /N O Bt B Loopback 44, 3
B0 P, HESE L4 S MR,

4. % SW3I A A Internet X HeH, LIERAR L FBHLR
%, Internet ¥ @3k VPN S246| 4 #7 4 Internet. ¥ SW3I M A ZELAR
B, EASERA vV HFEHEEE, HFFLABHL VPN L 4K
# Office.

5.8W1 7 - ¥ 0 IR&IMC. K A48 & 8 50 A1 5 100Mbps
90Mbps, [ BT A WX AW IEZE KA 100packets/s, wRMIT T
B A3 0 O AR R K F s a, 10 gk e IR E bR
0; BsmbZei, RAAFHRAZA MAC i 80y 10, S8R
& MAC 3t ik 35 & B9 5 K8, % 3 3T B MAC, & FF 80388, . & snmp trap.
Bl Bt 7 syslog B AFILK, smAtyzthEm &2l e, EXtEHT
BRAREWHHSLTEN, ARENT2KERE, KABHEA 10 4
oy BRI EER L, RV TP ENALA 20-30 By EGE @
R, FIEBREGFAEHN X, ZHm0E —ERELEELR, 44
Fr FW

6. FL & SW1 AH K 4N LI X E#E WA CPU By Bl s B pk b xt 3K
WX HATER, TEEFILTSa, RAEAY 10s —k, KEAHNY
120s, M #R [ CPU A 1247,

7.SW1 #n SW2 E1/0/21-28 ja A # w4 B BN, 4K £ 1ZH[E
M, 3 E AR Y errdisable KA, B XMRmE, 21t 1 045, %
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HEZEE; Kk Hello U] & &4 15s.

8. SW1 #Fn SW2 BT A 3 1 g A 38 B K AR, BT 4 XK 34 Bt [ ]
4 20s, BB EFERMEA 5, Trap /X KAFFEA 10s, BE=
ARSI 3 0 Ak Trap e,

= BEAR

LB R AR &M ssh ]R%, AR P4 adnin, W X%
Key-1122, Hpi% & P 4 fif UK A5 34 4 admin,

2. BUE P WA e i X & GMT+08: 00, % SW1 B ] 4 SEFT B[]
SW1 Bt & 4 ntp server, Hfthi% & /H SW1 loopbackl ipv4 Huht1E X ntp
server #idk, ntp client & 3KARSCHT (A A [ 1 49,

3.ECES D ipvd MikbAn ipve Mk, BB D ipvo bk A A sk
BE

4, SW2 Fi & DHCPv4 #Fu DHCPv6, 44|k 8 AE &~ 8 1 &, EaF &
in 2 B o E Vian130. 48 Vian140 Fo4A & Vian150 2Bk,
IPvd4 b 4k 3 % # 4 4 A& Poolvd4-Vianll . Poolv4-Vlan2l .
Poolv4-V1an130. Poolv4-Vlan140. Poolv4-V1anl150, #PAM x, DNS
4 10.8.210.101 Fr 10.8.220.101 . IPv6 My ik 3 & #7254
Poolv6-Vlanll. Poolv6-Vian21l. Poolv6-V1an130. Poolv6-Vianl140,
Poolv6-Vian150, IPv6 Mo I W LB &%, HHR W x, DNS %
2400: 3200:: 1, PC1 f& & Hidk 10.8. 11,9 F 2001: 10: 1: 11:: 9, PC2 f%
B dhak 10.8.21.9 F12001: 10: 1: 21:: 9, AP1 {R B Hudk 10.8.130.9 #n
2001:10:1: 130:: 9, SW1. AC1 " 4kHi3k % SW2 Loopbackl Huhb, SW1
J& Fl DHCPv4 %1 DHCPv6 snooping, #8 B1/0/1 ##: dhepvd fR45-2,
KM Zsme, KA BN 10 5.

5.SW1. SW2. SW3. RT1 DA K%EE. RT2 DUK#EE. FWL1. FW2. ACl
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Z [A]324T OSPFv2 F1 OSPFv3 il (B | R & A7 N 4% il 48 1 sk, BGP
B ERSD ),

(1)SW1. SW2. SW3. RT1. RT2. FW1 = J&] OSPFv2 F1 OSPFv3 14},
P21, R0, 47 KA loopbackl bk B gy fn /= d B i, FW1 3@ 45
typel BRIAEE | .

(2)RT2 5 AC1 z Ja]i4T OSPFv2 ¥4, # 42 1, nssa no-summary
X3 1; AC1 & A7 loopbackl bk B8 | . = f fn & 4 B iy, Al prefix-—list
# 4 A7 loopback3,

(3)RT2 5 AC1 = J&a]i4T OSPFv3 #4, ##2 1, stub no-summary
X3 1; AC1 XA loopbackl Muiht B i, R fnE4y.

(4) SWIBMAFLA R EHEOBRE A loopback, HEMHE D
up. SW3 A FEAL L FW2 = 6547 OSPFv2 #hi), #7422, X 2, SW3
B A FHL KA loopback2, HAnEH. SW3 WA ELEE ipvé
ERAFEH; FW2 7| B E 2| SW3 AL A Z 4L loopback2. 7 & fug 44 By
ipve PA4HFE A S, FW2 B R A8 S B | 2| OSPFv3 4.

(5) RT1. FW2 = j&] OSPFv2 Fu OSPFv3 til, # 4% 2, X3 2; RT1
& A loopbackd B, iz KA 4E typel BN @, FW2 XA
loopbackl &, FW2 28 % X 2| E W AG B Pr A ¥ E. RT1 A
prefix—list VS FW2 loopbackl B @1, SW3 Bl A2 4L loopback?2 o
FEm . RT1 5 FW2 FHi% ipvd BE e, 3 sy & LA 5| X 0,

(6) 152 ospf cost A 100, 523 SW1 4715 RT2. FW2 = |4 ipv4
Foipv6 B iy B b 4@ 3T SW1_SW2_RT1 4% 45 %, SW2 7 4] Internet
ipvd Fo ipv6 J B {4 o0 SW2_SWI1_FW1 4% B4 & .

6.RT1 EATH#EEE. RT2 BATHEEE. FW1. AC1 Z |82 7]324T RIP #n
RIPng i, FW1.RT1. RT2 # RIP Fu RIPng & A7 loopback?2 Myt % i,
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AC1 RIP kX #7 loopback2 HuhF % @, AC1 RIPng % JF route—map IJCFER
prefix-list X loopback2 MihE¥ . RT1 BLE offset A 3 1y
B ks, SCEL RT1-S1/0-RT2-S1/1 4 F 4% ¥, RT1-S1/1-RT2-S1/0
K &4k B, ipvd B ACL 4 7 4 AcIRIP, ipv6 # ACL 4 7 4 Ac1RIPng,
RT1 #y S1/0 5 RT2 &y S1/1 Z [A] R A chap W iahiE, P4 A x4 smik
&4, %K Key-1122,

7.RT1 DAA%% B RT2 DUKSEES 2 [|]324T ISIS #h30, #4281, 24l
S loopback3 Z J&] ipv4 A i@ A ipve Ai@. RT1. RT2 &y NET 4] K
10.0000. 0000. 0001. 00 . 10. 0000. 0000. 0002. 00, & gy & % A &
Level-2, # B4 XA N L7 A, BES ndS AEf#E 0 ndS AIE,
55 AL 3 K Key—1122.

8.RT2 L& ipv4 nat, 523 AC1 ipv4 7= 5 JH RT2 4N #ED ipv4
Mk 5] Internet. RT2 BLE nat64, SEFLACL ipv6 P& JH RT2 4K
0O ipvd M3 8] Internet, ipvd HihbiE ipve M AR K
64: F£9b:: /96,

9.SW1. SW2. SW3. RT1. RT2 = |d]3i=4T BGP 3, SW1. SW2. RT1 AS
£ 65001, RT2 AS & 65002. SW3 AS 5 65003,

(1) SW1. SW2. SW3. RT1. RT2 =z |a]s@3f loopbackl ZEr ipv4
A ipv6 BGP 4FJ&. SW1 #n SW2 = [ I 4@ it loopback2 2T ipv4 BGP
A% )&, SW1 Fu SW2 # loopback? H il ¥ #e S W,

(2) SWL. SW2. SW3. RT2 Al R A EH. #4. UH. AKW%E
ipvd Fu ipve B, RT1 KM rEAE4Y ipvd Fo ipv6 % 3| BGP.

(3) SW3 E447l 5 SW1 o SW2 &4 ipvd fu ipve E Vi (kL&
SW3_SW1 4 B4 5 SW3 ik 5 RN 4R 5 SW1 A0 SW2 7 % R A A7 ipvd
faoipve B UifhserE SW3_SW2 # 4Lk, THEHEBEME LN, A
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prefix—list. route—map f BGP H54% B M /T2 H, #¥ AS 65000,

10. A F BGP MPLS VPN AR, RT1 5 RT2 DAK B [/324T Z W AT
LI AT AP KA RTL 5 RT2 8] € B W 4 VPN 5247, 4 A% 4 Finance,
RT1 # RD {54 1:1, export rt {§% 1:2, import rt {§% 2:1; RT2
W) RD {4 2:2. s@id P loopbackl Z L VPN 48)E, 27 LI 5
loopback5 ipv4 B i@ A ipve A i,

. L&EE

1. AC1 loopbackl ipv4 Fu ipvé Hubt4BI1E % AC1 # ipv4 F ipvé
EHMBE. AP R B ZiEA, AP R MAC MbhtiAiE. ECE 2 A ssid,
B K skills—2. 4G Fu skills—5G, skills—2.4G xR vlanl40, J
network 140 1 radiol (X 4 n-only-g) , fl F#EAT &M &bt 7 &
K JF 25T WPA-personal fn% 7 X, H 4% Key-1122. skills—5G %t 5L
vlan150, ] network 150 #1 radio2 (# =4 n-only-a ), & AL,
ek ssid, skills—5G FIEI4k% —ANF A VAP & i% 56 15 5.

2. 4 AP %, R AC F G Image JLAF0 AP By Image BRA 5
TR B, 2f& AP B 20 AR, AP K IBCIA A5 A8 B B[R] BCIRO 2 o B P S
WA AL BB IR A N 2 /NEE

3.MACAEAE R N B4 ¥, MAC Hidi % 80-45-DD-77-CC-48 #y L 4
L3 & il 4 5 LB MAC JAE.

4. B ik % AP fu AC AH % B it £ By A A IR B 1 9 #E CPU KR,
e E| AP 5 AC 10 ooh WH L% H: 5 Kt HF o ir s gk s, 2 /A i
EREIEH.

5.EE vlanll0 R&BNA FAHERE, B ARP HH|h ek, R
Bl RE L0 ER 4 2 FAORE

6. il & vianl10 £ 3ENF P E TATR A% % % 800Mbps, arp b
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TATs KEF A 6packets/s.,

7.BLE vianll0 B& N P LYEu e ( THEHE 09: 00-17: 00) 47
5] Internet https £ 4T CIR 4 1Mbps, CBS 4 20Mbps, PBS 4 30Mbps,
exceed-action 1 violate—action # % drop. Bt [E] % B4 . %7
RAEM. BRAW. KL N Skills,

8. AP K 4TI K 90%.

B ReHY

PH: ip I LEAMELEWFA “ip/mask” &7, ipvé any
HuskA 0.0.0.0/0, ipvé any 3bbbfF:: /0, FEFMUKE, BN
T,

1.FW1 B & ipvd nat, SEILER & 1 B ipv4 i 9] Internet ipv4,
3% ip/mask K 200.200.200.16/28, fRiEFG—NE ip AW AL
A B T B B —ANEE ey TP dhdh; S AU T B AR 4% 4 AN A
FHEBXEER, BIEREAEZLZEFE 10.8.11.120 #y UDP 514 3m 0,
LXENL, AAXRIET RGKEZ; FRMEXEE, LAY E nat
30 Je ) ) 2 bt i 1 RO

2.FW1 B nat6d, SEHMER ™ & 18 ipv6e 3|9 Internet ipv4,
0 IP, ipvd 4 ipve Mk AT 64: ££9b:: /96,

3.FW1 Fu FW2 sRe&BRIAZ01E A 3E4, FW1 RS H & 1 K& ipvd
#1 ipv6 3 |5 Internet & R 4.

4. FW2 R AL & ipv4 i FI S H & 1 B https RS, i
EHmE 1 BFEAFELS M ipvd. FW2 loopbackl ipv4. SW3 4
FFE 4 Lloopback2 ipvd,

5.FW1 5 RT2 = |8 il Internet B BXHhhk 2 37 GRE Over IPSec VPN,
23] loopback4 = [a] #y Am & 7 |4] .
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6. FW1 e B R g 2 3d 9%, AU & #rfo K B 4 #R 34 4 “DenyKey”,
A “business” FEAEHHTHE,

7.FW1 83 ping WAR PP P K3tk W48 5 54 # 4 Trackl, %
& 5S RFEHMAR X, L 10 KB WEMHE X, AN &BEIE,
rAGENCE =]

8. FW1 K py AN TP IR 2154 E 4 300,
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BR=: RFEESTY

4R

A E RN i & B, ERITHR] 2023 FE ok 4 B A W
X86 ZR A4 A 75 28 £ 3T 4% 2| ARM 2R A AR 428 L, Tl AR 4% B 7 e 3 - Mk 55
T RSAT T W E LA,

—. X6 R U ENRER AL R EGEH

1.PC1 %% % ubuntu-desktop-amd64 24 L%, EE AH X ),
B P A xiao, BBEL k) Key—-1122. 2 J root JH P, 5540 A Key-1122.

2. %% remmina, JHiZEAFEE Serverl EHYE WAL, FHEEE D
AL L B 8 B RS

3. %% gemu fo virtinst.,

4. 8|7 Windows Server 2022 & AL, & HHE BT

EHNAFE | vepu | W | B IPv4 Hi it e e B4

windowsg8 2 4096MB | 40GB | 10.8.11.101/24 | windows8. skills. lan

windows9 2 4096MB | 40GB | 10.8.11.102/24 | windows9. skills. lan

5. % % windows8, % % 4 Windows Server 2022 Datacenter
Desktop, PIAMA AMBEER, W, #H. BRE2IHN virtio,
ZHEWF. A BRI AN E Windows AD

6. ¢ % windows9, % %% Windows Server 2022 Datacenter
Desktop, MEHEX WHFEHERX, WF. B4, BRI N virtio,
R, A DA IREFmAE Vindows AD ¥, 7 windows9 H
NAm 3 B SCB B AL ( AL IR Bh R virtio), #MI4E4k A GPT, BLE A raids.
HRZh 28 BEAF A D,

Z. ARMEW T ENBEER G LK EEH

1. NUAEJE 55 PC2, % % kylin-desktop-arm64( % %1 & A 3 ),
A ER PR xiao, B Key-1122. BJA root A, BN
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Key-1122.
2. BL & minicom, Fl1Z 34 W 434 &, H AT W 4 & 9HATHLE .
=. Windows =R BE

1. 4] 7 5245
( 1 ) rj éé§4til\rj%%
W% 4% | vlian | F M4 ZES IPv4 M bk 3t

network210 | 210 | subnet210 | 10.8.210.1/24 | 10.8.210.100-10.8.210.109

network211 | 211 | subnet211 | 10.8.211.1/24 | 10.8.211.100-10.8.211.109

network212 | 212 | subnet212 | 10.8.212.1/24 | 10.8.212.100-10.8.212.109

(2) SLfIRAGEREX

B4 id | vepu | A% | BA L) 4 A FAx
skills 1 4 4GB 40GB | windowsl-windows7 | windows2022
(3) SfilfE Bk
S A AR IPv4 Hidk BB A
windows1 10.8.210.101 windows1. skills. lan
windows?2 10.8.210.102 windows2. skills. lan
windows 3 10.8.210.103 windows3. skills. lan
windows4 10.8.210.104 windows4. skills. lan
windows5 18:2:;1?:182 windows5. skills. lan
10.8.210. 106
windows6 10.8.211.106 windows6. skills. lan
10.8.212.106
10.8.210. 107
windows7 10.8.211.107 windows7. skills. lan
10.8.212.107

2. Bk %

E4R: FRAEIE, TSN WEFTE.

(1) % windows2 4 skills. lan ¥ %%, %% dns i 4, dns
ER R active directory 77, Sl FTIZIR M IE R 16 34 FEAT

(2) 4F skills. lan 3R 43T % 2| windows1; %% dns iR%, dns
R R active directory H A, i 3% 09 IE K 16 38 4 FRAT.

(3) 4EE A windows EMAANZE skills. lan 3. FT#H windows
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EN (B EF ) A skills\Administrator & {3E k.

(4) 7 windowsl EZ¥FEFH RS, 4 windows EHMAIES,
EHMANEAHEZLH N 10 F, EBMLIEH LA 4 H
windowsl. skills. lan. Z#&| “IrHAH” EHER, ZHA “HHHALE
A7, WiFEFMA — KM windows fR4-B 0 BYIE 4, EH RITL RN
pe, (HEHFNBEELH MW windows FREE), EHEE: EHA
=5 45, N 4 =skills. lan, [E K=CN, & =Beijing, 3 F=Bei jing,
H H=skills, 42 EAfr=system, {2 7 %4 =+ skills. lan Fn
skills. lan, /Y027 1E https W3fet, FHIIEBLERE R,

(5) £ windows2 %% NBIEHRS, EHA LN AH 4
% windows2. skills. lan,

(6) J&F Fr4 windows JIl 422 th [ ok 3.

(7) 7 windows1 L #7# 4 #7 A manager. dev. sale th 3 ML
Bon;, BMNAETNFTESHRETRL R T2, BNMEN
B 20 ANF P ATHECES manager00-manager19. & 3 dev00-dev19.
EAHER sale00-salel9, THEBRAL DA, HAKALH. nanager0l
A AT AR

3. 41 SR

a4k WRAA K, SLIRA. HHEAAH P oKL E.

(1) AAnfr KEENSE AN, 4 AR icmpvd, JEFIEE TP Hink iy
icmpv4 [ BiF K.

(2) B ENE 2 HIF “ipsec” MAMIEH. HEM “TEsh
St i EAGE S, 2R T R AE “BRS-8 8 m I, AR 5 4.

(3) B4 FT A ¥ % 20 i 2K 0 B AT AR

(4) FAZBEFKEM, [FB ALK R T
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(5) &R “RAFHRELT”.

(6) EEXEAE 20 87 R4 B E,

(7) mEHEEGE, RFPRH N “HZTRE.

4. DFS R4

fE4-Hhk: EK A DFS, TLILE & T 4,

(1) 7 windows3-windows5 # C 2 K771 %2 26B #y 2 &), £ 2
NTFS £ X, 32125 4 D.

(2) BLE windows3 4 DFS iR %2, w4 R [6 A4 dfsroot, XX
% pictures, FFf7E D: \dfs; 523 windows4 # D: \pics 2 windows5
i D: \images [& 3,

(3) BB windows4 Hy dfs IPv4 {# ] 34567 301 [B%|prH R 5
Hy IPv4 2475 Tpe 350 A 8000 Frdg, 21000 igu &,

5. 3T B %

EH5R: FRALZTORS, EALFITOH AN,

(1)7E windows4 b 4T EpAll,, B 21 #2)F & “Ms Publisher Color
Printer”, Z Mok Z 4 # A “skillsprinter”; B LML E;
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